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http://ccc.colife.org.tw/101_GWA/2014_WUHU_aircrash/TW_GWA_3MX_4326_20140724_20181128_Wuhu-aircrash_aircraft_Final/App/#%2F
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Acceleration in the Data Processing Framework of 192
Digital Terrain Model

L4, Jiu-Fu Huang (T74[0=)2, Jun-Yi Wu (%

T, T. €. Tsai (&55F0)!

Yi-Liang Shih (FEZE £)}{1703064 @ narlabs.org.tw), His-Ching Lin (4% %)%, Lung-Cheng Lee (4

'National Center for High-performance Computing, National Applied Research Laboratories, Hsinchu, Taiwan

“Dept. of Land Administration, Ministry of the interior, Taipei, Taiwan (R.0.C)

Abstract

Digital ‘I'errain Madel (IY1'M) is a papular concept for representing, the tetrain surfaces numetically such as slope analysis for the steepness of the terrain and shadow
analysis lor the geologic structure identilication. DTM has lound fruitful applications via different algorithms in various disciplines and many methods are developed
and introduced according to other specialist's needs c.g. openness analysis, sky viewer factor analysis and Red Reliel Image Map, cte. With much higher accuracy of IDTM
required now, the computational complexity (e.g. variation in the neighborhood of a cell, overlay between multi-layers) grows in an incredible way. Accompanying issues,
for instance, (he computation, data acquisition, data manipulation and data management have become much more time-consuming and expansive. Tn this study, we
demonstrate a data-processing’s ability to optimize the DTM framework including the data format, data structure and algorithm development. We reduce the computational
complexity signilicantly and accelerate the progress in data analysis elfectively. This will further contribute w0 the many value-added applications, especially on (he real-
time visualization service.

Introduction

The Digital Terrain Model(DTM} is a popular concept for representing the terrain surfaces numerically. It can express the results of landform change through the
computation of geomorphometry. For example, calculating the change of slope can help to realize the slow and steep of terrain, and calculating topographic openness
can help to find out the surface structure, and so on, which is widely used in the discussion of topographic changes.

In addition, with the improvement of data acquisition technology, the accuracy of DTM data has been improved from 20 meters and 5 meters to 1 meter resolution
of DTM data in Taiwan, which greatly increases the difficulty of calculation for the algorithm of grid-by-grid DTM value-added applications. On the other way, how to
clean up the data correctly, choose the suitable data structure with the calculation of the value-added algorithm and how to store the value-added data effectively are
very important subjects. Therefore, the main purpose of this study is to construct a set of DTM data processing frameworks to rewrite the value adding algorithm
through data cleaning, designing data structure, building data storage format and matching data structure, so as to facilitate the fast computation and retrieval of DTM
add value algorithm.

Method

In order to design a processing framewark of DTM data and accelerate the
computing results of value-added production, we used DTM data of 1 meter
resolution taken in Taiwan from 2010 to 2015 and stored by the rule of 1:5,000
topographic maps of Taiwan with the TWD97-TM2 coordinate system. This study ]
will be divided into the following five steps.

Meta Data }‘

Analysis
Raw Data
Neighborhood
Calculate
Frame
boundary

¥
Slope H Aspect

RAW Data Reconstruction Multicore processing Data Format(NetCDF)

Result

We try to build up the processing framework of the digital terrain model, by
this workflow could help us to accelerate production of the geomorphometry. As
following shows the Openness maps, Sky-View Factor maps, slope map and
aspect map.

Pixel Value

Radius
Calculate

Analysis
Geomorphometry
¥
Design
Data Structure
¥
Design
algorithm
¥

Storage
Strategy

STEP1: Analysis Raw Data
By analysising the raw data of DIM, we lind out that will cause some
problems when procceeing the raw data of 1YI'M into different value-added models.

Edge
Calculate

overlap

Factor

|
:

Openness H Sky-View

N T S SN S

NetCDF ‘

STEP2: Analysis Geomorphometry

In this rescarch, we used general gecomorphometry algorithms, such as Slope,

Aspect, Openness and Sky-View Faclor to lind oul the rule, which could be
divided in two catcgories of calculation: 3 by 3 grid and radius vahe.

STEP3 : Design Data Structure
We redesign the data structure, make the dtm data divided into regular grids.
And [ill the emply grids in nodata value.

STEP4 @ Design Algorithm

Following by the slep3, in order o solve the problem ol getling the amount ol
tiles in the same time, we design the 2000 x 2000 grid size per tile, it is casier to
find out the neighborhood of tile.

STEPS : Storage Strategy

We store our geomorphometry data by NetCDI” format, it could transfor the
data more elliciently. Based on the matrix lormal, it could store lhe 1lierarchical
geomarphometry data.

@) wE
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Conclusion

In this research, we find out the rule of processing by analysis the data format,
make a strategy to accelerate the algorithm and store the geomorphametry data
by useing the NetCDF data structure. In this way, we could easier find out the
area of the geomorphometry data and get the result which could be applied to
the related topics of land planning and disaster prevention.
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24.24544677734375)&data=TW_DLA_20010814_20061226_20M_3826_DEM

[O]fF json B

<string
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062d47dad42d.png","kmz":[{"url":"https://dtm.moi.gov.tw/services/slope/ImageFil
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text IRACRE S | 24.8799072265625,121.12908935546876
24.8908935546875,121.11260986328126
24.8908935546875))
data HEERN TW_DLA_20010814 20061226 20M_3826_DEM

EEERLES
BEEREFEREBREREKE S RERE URL -

e g Bl

Web APl URL

https://dtm.moi.gov.tw/services/slope/slope.asmx/getimagelLV6?apikey=&wkt=POL
YGON((121.17578125000001 24.72094879150391,121.17578125000001
24.680093383789067,121.23448944091798
24.680093383789067,121.23448944091798
24.72094879150391,121.17578125000001
24.72094879150391))&data=TW_DLA_ 20010814 20061226 20M _ 3826 DEM

[B]f# json FEB

13




RRIRFAT S m 2 (107SU1218)

<string
xmlins="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/slope/WMSIma
ges/9c46064b-a78d-495f-bb3b-7b1100ea3817.png</string>

1. 2%
ewEm | syl | @m
apikey Hﬁi%fﬁiﬂﬁéé’a\ Apikey=5432
HIF0 a8 It
wkt=POLYGON((120.51285848059021
24.12974719944076,120.51285848059021
ikt Well-known | 24.118417548561855,120.52281484045349
text Z2FCEE S | 24.118417548561855,120.52281484045349
24.12974719944076,120.51285848059021
24.12974719944076))c
data ZMEER | TW_DLA_20010814_20061226_20M_3826_DEM

2. EEERLGERE

Bounding box "bbox":"121.112610,24.879907,121.12908
bbox
1B 9,24.890894"
"imageURL":"https://dtm.moi.gov.tw/servi
imgeURL png [EIfE URL | ces/slope/WMSImages/fa040661-93e0-
455e-b7d7-062d47dad42d.png"
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"kmz":[{"url":"https://dtm.moi.gov.tw/ser

3.

kmzURL kmz %28 URL | vices/slope/ImageFile/07f2a38a-fa26-
4ae7-b8f8-95ccff170db4.kmz"}]

legendDescription | ElBIFEEEXE | "legendDescription":"[El5l57AR"

s "legendGraphURL":"https://dtm.moi.gov.t
EGIRAEEE | g g &

legendGraphURL URL w/services/slope/LegendGraph/SLOPEP-
GT30.png "
Sk
Web API URL

https://dtm.moi.gov.tw/services/slope/slope.asmx/getimageFile30Percent?apikey=
&wkt=POLYGON((121.15655517578126 24.819482421875,121.15655517578126
24.7700439453125,121.21148681640626
24.7700439453125,121.21148681640626 24.819482421875,121.15655517578126
24.819482421875))&data=TW_DLA_20010814_20061226_20M_3826_DEM

[0l json FER

<string
xmlns="https://dtm.moi.gov.tw/">{"bbox":"121.156555,24.770044,121.211487,24.
819482","imageURL":"https://dtm.moi.gov.tw/services/slope/WMSImages/8a32bb
b3-e7c0-407e-8b5b-
560eba2bb0fd.png","kmz":[{"url":"https://dtm.moi.gov.tw/services/slope/ImageFil
e/9ebe8f57-31c0-491b-8c7a-6d55c¢9492a17.kmz"}],"legendDescription":"[E Bl 5% AR
" "legendGraphURL":"https://dtm.moi.gov.tw/services/slope/LegendGraph/SLOPEP
-GT30.png"}</string>

(M)W EHET1E getSlopeRange

1.

28
SEEE ZEERA EeRll
_ AR #5 B fi 3% -
apikey N Apikey=5432
4ARIFORE TS
wkt=POLYGON((120.51285848059021
24.12974719944076,120.51285848059021
ikt Well-known | 24.118417548561855,120.52281484045349
text 2ECFES | 24.118417548561855,120.52281484045349
24.12974719944076,120.51285848059021
24.12974719944076))c
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2.

3.

data ZMEERN | TW_DLA_20010814 20061226 20M_3826 DEM
ClEERAAE
SYAHE 8RB g6
area [iEE = "area":3628320.50392686
cellArea BEE S "cellArea":3316500.0
avgSlope_degree SR E "avgSlope_degree":32.0302771500528

minSlope_degree E/NEEME | "minSlope_degree":0.073038

maxSlope_degree EAKEME | "maxSlope_degree":88.2794

TR L ,
avgSlope_percent N "avgSlope_percent":71.9355179678528
Bt
| BMEELA |
minSlope_percent N "minSlope_percent":0.127475421525025
Bt
B ARE ETT
maxSlope_percent =N "maxSlope_percent":3328.99442008613
Bt
areaUnit Bfu "Unit":"E AR (HEE)
15 FH B Al
Web API URL

https://dtm.moi.gov.tw/services/slope/slope.asmx/getSlopeRange?apikey=&wkt=P
OLYGON((121.09063720703126 24.7700439453125,121.09063720703126
24.72060546875,121.12908935546876 24.72060546875,121.12908935546876
24.7700439453125,121.09063720703126
24.7700439453125))&data=TW_DLA_20010814_20061226_20M_3826_DEM

[Bf# json FEh

<string
xmlns="https://dtm.moi.gov.tw/">{"area":"21308753.822161","cellArea":"2126240
0.0","avgSlope_degree":"13.88588","minSlope_degree":"0.0","maxSlope_degree":
"59,113857","avgSlope_percent":"26.74841","minSlope_percent":"0.0","maxSlope
_percent":"167.179596","areaUnit":"*~ 75 /A R "}</string>

— - Em@5aH Aspect

Web API URL - https://dtm.moi.gov.tw/aspect.aspx
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1.

2.

3.

(Z) S

¥ £ (107SU1218)

BSZNIF O]/ getAspectValue

(Y
e

_ ARFEE N2 4A ,
apikey spenr Apikey=5432
E’]ntu\nﬂ
" Well-known | wkt= POINT(121.10437011718751
w N
text 125CEES | 24.6162353515625)
data MEER | TW_DLA_20010814_20061226_20M_3826_DEM

EEEREE

slope_direction W 1a "slope_direction":"NW"
desc BTEpveE2 "desc":"FHiL"
slope_angle WEEE "slope_angle":303.923
15 F &R 41

https://dtm.moi.gov.tw/services/aspect/aspect.asmx/getAspectValue?apikey=&wkt
=POINT(121.10437011718751
24.6162353515625)&data=TW_DLA_20010814 20061226 _20M_3826_DEM

<string xmlns="https://dtm.moi.gov.tw/">{"aspect_direction":"E","desc":" &
" "aspect_angle":"70.647942"}</string>

WEID AR DITEER getAspectClassify
£8
" ARFSENI 3545 Aoikeve5432
apike e IKey=
pIeey wREE |
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
Well-known
wkt 24.328530883789064,120.76242065429688

text 12ECRES

24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625

17
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24.345010375976564))

data

HEER

TW_DLA_20010814_20061226_20M_3826_DEM

2. EEERGRE

3.

area_length

HissRE

"area_length":438243.065445

unit

EE\I

“Unit": 75 AR (EH)
"Unit AR (EE)

cellArea

ERETE

PREIZRVIE R E S

classify

DREBAR

BRDRAS

classify BRI &5#HE

cellRatio BEEBFT A B DLE
cellArea S EETE
classid ISR O AR EE R
desc REAE
(E=EER Y

https://dtm.moi.gov.tw/services/aspect/aspect.asmx/getAspectClassify?apikey=&w
kt=POLYGON((121.15106201171875 24.8908935546875,121.15106201171875
24.8469482421875,121.20050048828125
24.8469482421875,121.20050048828125
24.8908935546875,121.15106201171875

24.8908935546875))&data=TW_DLA 20010814 20061226 20M_3826_DEM

18
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<string

xmlns="https://dtm.moi.gov.tw/">{"area_length":"24313948.531133","Unit":">¥ 5

AR

", "cellArea":"24300000.0","classify":[{"cellRatio":"0.00060905","cellArea":"14800.0
" "classid":"Flat","desc":" S it

"1,{"cellRatio":
"1,{"cellRatio":
"1,{"cellRatio":
"1,{"cellRatio":
"1,{"cellRatio":
"1{"cellRatio":
"1{"cellRatio":
"1{"cellRatio":

"1}</string>

"0.12235391","cellArea":"2973200.0","classid":
"0.14928395","cellArea":"3627600.0","classid":
E","desc":"ER
"0.12348971","cellArea":"3000800.0","classid":
"0.13557202","cellArea":"3294400.0","classid":
"0.12070782","cellArea":"2933200.0","classid":
"0.11893004","cellArea":"2890000.0","classid":
"0.10167901","cellArea":"2470800.0","classid":

"0.12737449","cellArea":"3095200.0","classid"

"N","deSC":":I-I__:
"NE","desc":"E& 1t

"SE","desc":"5R R
"S" "desc":"F@
"SW","desc":" ORI
"W","desc":"
"NW","desc":" a3t

(=) ENS @D AR EE getimage

1.

2¥
SEEE ESIEHEE #Hl
" ARFEEE NI 3845 Aoikeve5432
apike U IKey=
PIEY REE |
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
" Well-known | 24.328530883789064,120.76242065429688
w A
text IZRCAB =S | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data HEEN TW_DLA_20010814 20061226 20M_3826_DEM
ClEER AR
B EOE B EBEEE A E 5 RIE T URL -
sE FHE
Web API URL
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<string

https://dtm.moi.gov.tw/services/aspect/aspect.asmx/getimage?apikey=&wkt=POLY
GON((121.15106201171876 24.30793151855469,121.15106201171876
24.260552978515626,121.22247314453126
24.260552978515626,121.22247314453126
24.30793151855469,121.15106201171876
24.30793151855469))&data=TW_DLA_20010814 20061226 _20M_3826_DEM

xmlins="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/aspect/WMSIm
ages/251bb317-4202-420c-98a3-15e8e€9415cc9.png</string>

(M) V1S3 [m 3 4R 5218 getimageFile

1. 2%
ewEm | ewmm | wmm
, ARFEEENIZ& 45 _
apikey HSD TR Apikey=5432
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
Wit Well-known | 24.328530883789064,120.76242065429688
text I25CFES | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data ZMEER | TW_DLA_20010814_20061226_20M_3826_DEM

2. EEEREEE

20
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3.

SHEHE e Gl gBpl

"imageURL":"https://dtm.moi.gov.tw/servi
png [El1& URL | ces/slope/WMSImages/fa040661-93e0-

imgeURL
455e-b7d7-062d47dad42d.png"

"kmz":[{"url":"https://dtm.moi.gov.tw/ser
kmzURL kmz %28 URL | vices/slope/ImageFile/07f2a38a-fa26-
4ae7-b8f8-95ccff170db4.kmz"}]

bb Bounding box | "bbox":"121.042229,23.921007,121.13458
0oX

LI 3,23.982462"
EBIzRRBE E | https://dtm.moi.gov.tw/services/aspect/I
legendGraphURL )
URL mageFile/LegendGraph/LegendGraph.png

legendDescription | EBIEREAXF | "legendDescription":"[&fIzTHA"

(EJZEL 7]l

Web APl URL

https://dtm.moi.gov.tw/services/aspect/aspect.asmx/getimageFile?apikey=&wkt=P
OLYGON((121.04222869873047 23.982461547851567,121.04222869873047
23.92100677490235,121.13458251953125
23.92100677490235,121.13458251953125
23.982461547851567,121.04222869873047
23.982461547851567))&data=TW_DLA 20010814 20061226 20M_3826 DEM

[O]f# json F &R

<string
xmlins="https://dtm.moi.gov.tw/">{"imageURL":"https://dtm.moi.gov.tw/services/a
spect/WMSImages/b710718e-c0a0-496d-ae78-
a0692490981d.png","worldFileURL":"https://dtm.moi.gov.tw/services/aspect/Imag
eFile/b710718e-c0a0-496d-ae78-
a0692490981d.pgw","kmz":[{"url":"https://dtm.moi.gov.tw/services/aspect/Image
File/8bc53ff5-011a-45a1-829e-
ae268ecb16f3.kmz"}],"bbox":"121.042229,23.921007,121.134583,23.982462","leg
endGraphURL":"https://dtm.moi.gov.tw/services/aspect/ImageFile/LegendGraph/L
egendGraph.png","legendDescription":"[El5Iz% A" }</string>
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—

(—) i

1.

=512 E Hillshade

Web API URL - https://dtm.moi.gov.tw/hillshade.aspx

A= _‘_$EE /\g/

SeZEEEE getimage
28
SEEE SRR 6l
, ARFEE N34 _
apikey Apikey=5432
FEREER
wkt=POLYGON((121.54929936779479
24.925399195300606,121.54929936779479
Wit Well-known | 24.886260401355297,121.60869420422057
text 25CFES | 24.886260401355297,121.60869420422057
24.925399195300606,121.54929936779479
24.925399195300606))
data ZEER | TW_DLA_20010814_20061226_20M_3826_DEM
ClEER4&EE

BHEOEBEERAEBERSNEE S REE URL -

e Bl

Web APl URL

https://dtm.moi.gov.tw/services/hillshade/hillshade.asmx/getimage?apikey=&wkt=
POLYGON((121.54929936779479 24.925399195300606,121.54929936779479
24.886260401355297,121.60869420422057
24.886260401355297,121.60869420422057
24.925399195300606,121.54929936779479
24.925399195300606))&data=TW_DLA_20010814 20061226 20M_3826_DEM

[O]f# json FER

<string
xmlns="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/hillshade/WMS
Images/b871b9d1-21ac-407e-bff3-24e0e04e2938.png</string>

[l 15 &2 A
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(D) SRR

E 5% getimageFile

1. 2%
CewEm | smwm | @A
_ ARFE BB 45 _
apikey s Apikey=5432
FEREER
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
Wkt Well-known | 24.328530883789064,120.76242065429688
text IRACRES | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data 2EERN TW_DLA 20010814 20061226 20M_3826_DEM

2. EEERGERE

"imageURL":"https://dtm.moi.gov.tw/servi
imaeURL png [Bl#E URL | ces/hillshade/WMSImages/4b8a21da-
993f-4d0a-a7bf-d17b0c686051.png"
"worldFileURL":"https://dtm.moi.gov.tw/s
worldFileURL pgw T&ZE URL | ervices/hillshade/ImageFile/4b8a21da-
993f-4d0a-a7bf-d17b0c686051.pgw"
kmzURL kmz 122 URL "I.<mz":[.{"url":"https://c!tm.moi.gov.tw/ser
vices/hillshade/ImageFile/4531b8b9-
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3.

g -

58e4-4b0d-aef5-49da67a49375.kmz"

Bounding box | "bbox":"121.042229,23.921007,121.13458

bbox
ESgIE] 3,23.982462"
s .. | https://dtm.moi.gov.tw/services/hillshade
EGRBEE | &
legendGraphURL URL /ImageFile/LegendGraph/LegendGraph.pn

g

legendDescription | EfIzEHEEF | "legendDescription":" &l Bl5RAR"

(EZEL o]l

Web APl URL

https://dtm.moi.gov.tw/services/hillshade/hillshade.asmx/getimageFile?apikey=&
wkt=POLYGON((121.283857184592 24.825597597534717,121.283857184592
24.75212652819878,121.3882273017795
24.75212652819878,121.3882273017795
24.825597597534717,121.283857184592
24.825597597534717))&data=TW_DLA_ 20010814 20061226 20M_3826 DEM

[0l json R

<string
xmlins="https://dtm.moi.gov.tw/">{"imageURL":"https://dtm.moi.gov.tw/services/h
illshade/WMSImages/4b8a21da-993f-4d0a-a7bf-
d17b0c686051.png","worldFileURL":"https://dtm.moi.gov.tw/services/hillshade/Im
ageFile/4b8a21da-993f-4d0a-a7bf-
d17b0c686051.pgw","kmz":[{"url":"https://dtm.moi.gov.tw/services/hillshade/Ima
geFile/4531b8b9-58e4-4b0d-aef5-
49da67a49375.kmz"}],"bbox":"121.283857,24.752127,121.388227,24.825598","leg
endGraphURL":"https://dtm.moi.gov.tw/services/hillshade/ImageFile/LegendGraph
/LegendGraph.png","legendDescription":" B %l5% BB "}</string>

N\AI2FE HillshadeAz

Web API URL - https://dtm.moi.gov.tw/hillshadeAz.aspx

(—) BN\ AR EE getimage

1.

28
SLEEE SR P 6l
apikey ARFEEENI L4 | Apikey=5432
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3.

YR8 RE B

wkt=POLYGON((121.54929936779479
24.925399195300606,121.54929936779479
Well-known | 24.886260401355297,121.60869420422057

wkt e
text I25CFES | 24.886260401355297,121.60869420422057
24.925399195300606,121.54929936779479
24.925399195300606))
angle yaRAvA=: angle=000
data ZEER | TW_DLA_20010814_20061226_20M_3826_DEM

BHEOEBEEREBERTNEE S RERE URL -

(EZEL- 7]l

Web APl URL

https://dtm.moi.gov.tw/services/hillshadeAz/hillshadeAz.asmx/getimage?apikey=&
wkt=POLYGON((121.10128021240234 24.63683471679688,121.10128021240234
24.5774398803711,121.18230438232422
24.5774398803711,121.18230438232422
24.63683471679688,121.10128021240234
24.63683471679688))&angle=225&data=TW_DLA 20010814 20061226 _20M 382
6 _DEM

[O]f# json FEB

<string
xmlns="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/hillshadeAz/W
MSImages/a26f41da-c844-4bd4-a218-247618a843ef.png</string>

[l 15 &2
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apikey Hﬁ%fﬁiﬂﬁé%\ Apikey=5432
FEREER
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
Wkt Well-known | 24.328530883789064,120.76242065429688
text IERCEE S | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
angle PaRAVA=E! angle=000
data qEERN TW_DLA 20010814 20061226 20M_3826_DEM

2. EEERER
| emE® | smmm | 000 wm

"imageURL":"https://dtm.moi.gov.tw/servi
png [Bl1E URL | ces/hillshadeAz/WMSImages/250257f1-
bb29-4f50-98a7-71cc66c3471b.png "
"worldFileURL":"https://dtm.moi.gov.tw/s
worldFileURL pgw FEZE URL | ervices/hillshadeAz/ImageFile/250257f1-
bb29-4f50-98a7-71cc66c3471b.pgw "
"kmz":[{"url":"https://dtm.moi.gov.tw/ser
vices/hillshadeAz/ImageFile/40c70842-

imgeURL

kmzURL kmz 1&2& URL
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3.

02af-4b32-819f-2358102a136¢.kmz"}]

Bounding box | "bbox":"121.042229,23.921007,121.13458

bbox
ESgIE] 3,23.982462"
s .. | https://dtm.moi.gov.tw/services/hillshade
EGIREAERE | o
legendGraphURL URL Az/ImageFile/LegendGraph/LegendGraph.

png

legendDescription | EfIzEHEZF | "legendDescription":" & Bl5RAR"

(EZEL- 7]l

Web APl URL

https://dtm.moi.gov.tw/services/hillshadeAz/hillshadeAz.asmx/getimageFile?apike
y=&wkt=POLYGON((121.2355194091797
24.635461425781248,121.2355194091797
24.542077636718748,121.36048889160158
24.542077636718748,121.36048889160158
24.635461425781248,121.2355194091797
24.635461425781248))&angle=225&data=TW_DLA_ 20010814 20061226 20M_38
26_DEM

[O]f# json FEB

<string
xmlns="https://dtm.moi.gov.tw/">{"imageURL":"https://dtm.moi.gov.tw/services/h
illshadeAz/WMSImages/250257f1-bb29-4f50-98a7-
71cc66c3471b.png","worldFileURL":"https://dtm.moi.gov.tw/services/hillshadeAz/I
mageFile/250257f1-bb29-4f50-98a7-
71cc66c3471b.pgw","kmz":[{"url":"https://dtm.moi.gov.tw/services/hillshadeAz/Im
ageFile/40c70842-02af-4b32-819f-
2358102a136¢.kmz"}],"bbox":"121.235519,24.542078,121.360489,24.635461","leg
endGraphURL":"https://dtm.moi.gov.tw/services/hillshadeAz/ImageFile/LegendGra

ph/LegendGraph.png","legendDescription":"[& 5% BB"}</string>

h - FRESM Openness

Web API URL - https://dtm.moi.gov.tw/openness.aspx
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(—)EEHBEE DT getimageFile

1.

3.

28
SE2M e Gkl 0 451
apikey HE%%?ﬁmﬁé‘%ﬁ Apikey=5432
B0 55 B
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
wkt Well-known 24.328530883789064,120.76242065429688
text 12502 S | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data ZEER | TW_DLA_20010814_20061226_20M_3826_DEM
IFEREE*
s % (2R) | 50,100,250, 500, 1000, -50,-100,-250,-500,-
aRIfgarA- | 1000
EN
ClEEk&EE
283 S8 41
"imageURL":"https://dtm.moi.gov.tw/servi
mgeURL png [El#E URL | ces/openness/WMSImages/48f9ff5a-780f-
4520-a5fb-4854b51f6807.png"
"worldFileURL":"https://dtm.moi.gov.tw/s
worldFileURL pgw T&Z& URL | ervices/openness/ImageFile/48f9ff5a-
780f-4520-a5fb-4854b51f6807.pgw"
"kmz":[{"url":"https://dtm.moi.gov.tw/ser
kmzURL kmz t&2& URL | vices/openness/ImageFile/30dc00cf-3e6f-
4ba0-9e06-617b06e55368.kmz"
Bounding box | "bbox":"121.042229,23.921007,121.13458
bbox
HE 3,23.982462"
B 625 AE [ https://c.itm.moi.gov.tw/services/openness
legendGraphURL URL /ImageFile/LegendGraph/LegendGraph.pn
g
legendDescription | BIfIzZHEES = | "legendDescription":" & 5% AR"

(EEE AT
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Web APl URL

https://dtm.moi.gov.tw/services/openness/openness.asmx/getimageFile?apikey=&
wkt=POLYGON((121.18608093261717 24.864114379882814,121.18608093261717
24.742578125,121.3467559814453 24.742578125,121.3467559814453
24.864114379882814,121.18608093261717
24.864114379882814))&radius=500&data=TW_DLA_20010814 20061226_20M 3
826_DEM

[O]{#F json FEB

<string
xmlins="https://dtm.moi.gov.tw/">{"imageURL":"https://dtm.moi.gov.tw/services/o
penness/WMSImages/48f9ff5a-780f-4520-a5fb-
4854b51f6807.png","worldFileURL":"https://dtm.moi.gov.tw/services/openness/Im
ageFile/48f9ff5a-780f-4520-a5fb-
4854b51f6807.pgw","kmz":[{"url":"https://dtm.moi.gov.tw/services/openness/Ima
geFile/30dc00cf-3e6f-4ba0-9e06-
617b06e55368.kmz"}],"bbox":"121.186081,24.742578,121.346756,24.864114","le
gendGraphURL":"https://dtm.moi.gov.tw/services/openness/ImageFile/LegendGra
ph/LegendGraph.png","legendDescription":"[E BlIz% AF" }</string>

(D) ENEHBEEDEE getimage

1.

28
SEEE S8R 0 61
apikey Hﬁ%?ﬁiﬂﬁé"% Apikey=5432
B8
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
it Well-known | 24.328530883789064,120.76242065429688
text I2ACRES | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data HEEN TW_DLA_20010814 20061226 20M_3826_DEM
FEREE¥
i € (2R) |s0,100, 250, 500, 1000, -50,-100,-250,-500,-
BRI A- | 1000
e
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2. EEERGRE

BEREFERAEBEERBNKE S REE URL -

3. fEREEHA

https://dtm.moi.gov.tw/services/openness/openness.asmx/getimage?apikey=0000
&wkt=POLYGON((121.37623502959961
23.902886962890626,121.37623502959961
23.78890380859375,121.51493742217774
23.78890380859375,121.51493742217774
23.902886962890626,121.37623502959961
23.902886962890626))&radius=500&data=TW_DLA_ 20010814 _20061226_20M_3
826_DEM

<string xmIns="https://dtm.moi.gov.tw/services/openness/WMSImages/c46872c1-
12f2-4b33-8cac-33d4018bb25a.png</string>

N BZEESMN getSVF

Web API URL - https://dtm.moi.gov.tw/getsvf.aspx
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(—)EEEZEEDITENE getimage

1. 2%
SEEE S8R 41
" ARFZEE I35 45 Aoikeve5432
apike . Ikey=
P wREE |
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
" Well-known | 24.328530883789064,120.76242065429688
w e
text I2ACRES | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data ZEER | TW_DLA_20010814_20061226_20M_3826_DEM
radius F& (AR ) | 50,100,250, 500, 1000
2. [OEERNER
BEEOEFERAEEERITNEZEDITERE URL -
3. fEFFAI
Web API URL

https://dtm.moi.gov.tw/services/getsvf/getsvf.asmx/getimage?apikey=&wkt=POLY

GON((120.43695068359376 23.325341796875,120.43695068359376

23.1880126953125,120.63470458984376

23.1880126953125,120.63470458984376 23.325341796875,120.43695068359376

23.325341796875))&radius=250&data=TW_DLA 20010814 20061226 _20M 3826
DEM

/8 json 2

<string
xmlns="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/getsvf/WMSIm
ages/d326760c-f19e-4797-94c1-76431210e19e.png</string>

ElE Al
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(D) EEZEE DT getimageFile

1. 2%
CewEm | smwm | @A
apikey Al 5240 Apikey=5432
FEREER
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
it Well-known | 24.328530883789064,120.76242065429688
text IERCEE S | 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data 2EERN TW_DLA_ 20010814 20061226 20M_3826 DEM
radius F& (AR ) | 50,100, 250, 500, 1000

2. EEERER
| emE® | smmm | 0000 @m0

"imageURL":"https://dtm.moi.gov.tw/servi
imgeURL png [El1& URL | ces/getsvf/WMSImages/ed3afb22-1d07-
4262-a840-6a54ad19d131.png"
"worldFileURL":"https://dtm.moi.gov.tw/s
worldFileURL pgw E2ZE URL | ervices/getsvf/ImageFile/ed3afb22-1d07-
4262-a840-6a54ad19d131.pgw"
"kmz":[{"url":"https://dtm.moi.gov.tw/ser
vices/getsvf/ImageFile/87bdd0d9-3894-

kmzURL kmz 1&2& URL
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3.

+ -

4cd2-97cf-375766952823.kmz"}]

Bounding box | "bbox":"121.042229,23.921007,121.13458

bbox
B 3,23.982462"
B BIEZEREHE | https://dtm.moi.gov.tw/services/getsvf/Im
legendGraphURL )
URL ageFile/LegendGraph/LegendGraph.png

legendDescription | EfIzEHESF | "legendDescription":" &l Bl5%AR"

(EZEL o]l

Web APl URL

https://dtm.moi.gov.tw/services/getsvf/getsvf.asmx/getimageFile?apikey=&wkt=P

OLYGON((120.47540283203126 23.237451171875,120.47540283203126

23.1166015625,120.65667724609376 23.1166015625,120.65667724609376

23.237451171875,120.47540283203126

23.237451171875))&radius=250&data=TW_DLA_20010814_20061226_20M_3826
DEM

_@%json F&

<string
xmlns="https://dtm.moi.gov.tw/">{"imageURL":"https://dtm.moi.gov.tw/services/g
etsvf/WMSImages/ed3afb22-1d07-4262-a840-
6a54ad19d131.png","worldFileURL":"https://dtm.moi.gov.tw/services/getsvf/Imag
eFile/ed3afb22-1d07-4262-a840-
6a54ad19d131.pgw","kmz":[{"url":"https://dtm.moi.gov.tw/services/getsvf/ImageF
ile/87bdd0d9-3894-4cd2-97cf-
375766952823.kmz"}],"bbox":"120.475403,23.116602,120.656677,23.237451","le
gendGraphURL":"https://dtm.moi.gov.tw/services/getsvf/ImageFile/LegendGraph/
LegendGraph.png","legendDescription":" B #lz7 A8 " }</string>

E4REIE 247 Pathprofile

Web API URL - https://dtm.moi.gov.tw/pathprofile.aspx

(—) VS B4R B E BREE getlineProfile

1.

28
SEAH e B #0151
, AR #5 B fi 3% .
apikey 1A H S B TE Apikey=5432

33
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wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625

Well-known
S 24.328530883789064,120.76242065429688
wkt text 225058
- 24.328530883789064,120.76242065429688
=/

24.345010375976564,120.75006103515625
24.345010375976564))

data ZMEER | TW_DLA_20010814_20061226_20M_3826_DEM

stepSizeValue | IEMLEIFR | 100

RCYARL{ | POINT(120.87807311570565,24.138514706685687)

4ETREAMI | POINT(120.88030471360604,24.136111447408343)

2. CIEERER

ZHBHE SERA 6]

count [E1P% EEARAB 2L | "count":"7"

,"pointArray":[{"m":"0","x":"237600","y":"2670360
","z":"820.58"},{"m":"100","x":"237620","y":"2670
280","z":"775.78"},{"m":"200","x":"237640","y":"2
670180","z":"744.1"},{"m":"300","x":"237680","y":
"2670100","z":"711.93"},{"m":"400","x":"237740",
"y":"2670020","z":"706.67"},{"m":"500","x":"23780
0","y":"2670060","z":"726.23"},{"m":"550.5594255
48778","x":"237840","y":"2670100","z":"743.99" }]}

pointArray

3. LA

Web APl URL

https://dtm.moi.gov.tw/services/pathprofile/pathprofile.asmx/getPathProfile?apik
ey=&wkt=LINESTRING(121.09838286498047
24.580873411660164,121.07692519286132
24.56525222635743)&data=TW_DLA_ 20010814 _20061226_20M_3826_DEM&ste
pSizeValue=500

[Bf# json FEh

<string
xmlns="https://dtm.moi.gov.tw/">{"count":"7","pointArray":[{"m":"0.0","x":"25996
4.19","y":"2719359.2","z":"821.9451"},{"m":"500.0","x":"259573.2","y":"2719047.
5","z":"975.353"},{"m":"1000.0","x":"259182.22","y":"2718736.0","z":"1100.8656"}
{"m":"1500.0","x":"258791.23","y":"2718424.2","z":"1064.1609"},{"m":"2000.0","
x":"258400.25","y":"2718112.5","z":"1171.6766"},{"m":"2500.0","x":"258009.27","
y":"2717801.0","z":"1095.837"},{"m":"2777.926","x":"257791.92","y":"2717627.8",
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"2":"1272.1453"}]}</string>

S AR B E B

1,300

1,200

1,100

{m)

;|

1S chart by amCharts
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2688 (m)

J\ -+ Hit=EfE 247 Lineprofile
Web API URL - https://dtm.moi.gov.tw/lineprofile.aspx
(—) EViS At =R E B2 AZE L getLineProfile
1. 2%
LY SRR 54
" ARFFE M B 4510 Aoikeve5432
apike . ikey=
Pkey e e pey
wkt=POLYGON((120.75006 103515625
24.345010375976564,120.75006103515625
t Well-known text | 24.328530883789064,120.76242065429688
w e
= 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
o TW_DLA_20010814_20061226_20M_3826_DE
data HEEN
M
stepSizeValue Hh EP 100(FEER1H)
LineLength EETERE 100(FEER1H)
LineStepSize | '=ETEHELEE | 10(F8ER1E)
2. CIEERERE
S AH SR8 #4
count EIPREEARAEE | "count":"7"

35




REJRIAT S femp £ (107SU1218)

"lineArray":[[{"line_id":"1","line_x":"280587

lineArray .586326","line_y":"2591100.315106","line__
2":"209.026879"}]]
line_id R "line_id":"1"
ine x 1% B B £ 58 — {8 | "line_x":"223786.451460"
- PR Rh x FEAE
line_y ¥ B B £ 55 — {8 | "line_y":"2625115.058941"
- EIfmRs y BEAE
line z ta ?ﬁ@i%—ﬂﬁl "line_z":"538.61"
- ElEESERE

"linePointArray":[{"m":"0.0","x":"280577.97
" "y""2591103.0","2":"208.939068"},{"m":"
376.21036","x":"280473.47","y":"2590741.
8" "z":"267.538954"}]}

linePointArray | #¢ETERBIFRER

m Mt mE "m":"Q"
X AtEnE EIPE 20 x 18 | "x":"223835.517642"
y HelEnE IR R y 1B | "y":"2625196.737573"
z HelEnE bR 2 B | "z":"513.5"

1 FHE5

Web API URL

https://dtm.moi.gov.tw/services/lineprofile/lineprofile.asmx/getLineProfile?apikey
=&wkt=LINESTRING(121.29922450714027
23.422520863341436,121.29819453887855
23.419259297179327)&data=TW_DLA 20010814 20061226 _20M_3826_DEM&st
epSizeValue=500&LineLength=10&LineStepSize=1&

[Bf# json FEh

<string
xmlins="https://dtm.moi.gov.tw/">{"count":"2","lineArray":[[{"line_id":"1","line_x":
"280587.586326","line_y":"2591100.315106","line_z":"209.026879"},{"line_id":"1"
,"line_x":"280586.625684","line_y":"2591100.592894","line_z":"209.021804"},{"lin
e_id":"1","line_x":"280585.665042","line_y":"2591100.870682","line_z":"209.0144
6"},{"line_id":"1","line_x":"280584.704399","line_y":"2591101.14847","line_z":"20
9.004848"},{"line_id":"1","line_x":"280583.743757","line_y":"2591101.426258","li
ne_z":"208.992968"},{"line_id":"1","line_x":"280582.783114","line_y":"2591101.7
04046","line_z":"208.97882"},{"line_id":"1","line_x":"280581.822472","line_y":"25
91101.981834","line_z":"208.962403"},{"line_id":"1","line_x":"280580.861829","li
ne_y":"2591102.259622","line_z":"208.943718"}{"line_id":"1","line_x":"280579.9
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01187","line_y":"2591102.53741","line_z":"208.927293"},{"line_id":"1","line_x":"2
80578.940545","line_y":"2591102.815198","line_z":"208.947728"},{"line_id":"1","|
ine_x":"280577.979902","line_y":"2591103.092986","line_z":"208.965228"},{"line
_id":"1","line_x":"280577.01926","line_y":"2591103.370774","line_z":"208.979792
"L{"line_id":"1","line_x":"280576.058617","line_y":"2591103.648562","line_z":"20
8.991421"},{"line_id":"1","line_x":"280575.097975","line_y":"2591103.92635","lin
e_z":"209.000114"},{"line_id":"1","line_x":"280574.137333","line_y":"2591104.20
4138","line_z":"209.005872"},{"line_id":"1","line_x":"280573.17669","line_y":"259
1104.481926","line_z":"209.008695"},{"line_id":"1","line_x":"280572.216048","lin
e_y":"2591104.759714","line_z":"209.008582"},{"line_id":"1","line_x":"280571.25
5405","line_y":"2591105.037502","line_z":"209.005534"},{"line_id":"1","line_x":"2
80570.294763","line_y":"2591105.31529","line_z":"208.99955"},{"line_id":"1","lin
e_x":"280569.334121","line_y":"2591105.593078","line_z":"208.990631"},{"line_i
d":"1","line_x":"280568.373478","line_y":"2591105.870866","line_z":"208.978777
"},[{"line_id":"2","line_x":"280483.079618","line_y":"2590738.911495" "line_z":"2
68.586719"},{"line_id":"2","line_x":"280482.118975","line_y":"2590739.189282","
ine_z":"268.67418"},{"line_id":"2","line_x":"280481.158333","line_y":"2590739.46
707","line_z":"268.758584"},{"line_id":"2","line_x":"280480.197691","line_y":"259
0739.744858","line_z":"268.839934"},{"line_id":"2","line_x":"280479.237048","lin
e_y":"2590740.022646","line_z":"268.712162"},{"line_id":"2","line_x":"280478.27
6406","line_y":"2590740.300434","line_z":"268.531473"},{"line_id":"2","line_x":"2
80477.315763","line_y":"2590740.578222","line_z":"268.347915"},{"line_id":"2","|
ine_x":"280476.355121","line_y":"2590740.85601","line_z":"268.161489"},{"line_i
d":"2" "line_x":"280475.394479","line_y":"2590741.133798","line_z":"267.972194
"L{"line_id":"2","line_x":"280474.433836","line_y":"2590741.411586","line_z":"26
7.78003"},{"line_id":"2","line_x":"280473.473194","line_y":"2590741.689374","lin
e z":"267.584998"},{"line_id":"2","line_x":"280472.512551","line_y":"2590741.96
7162","line_z":"267.387097"},{"line_id":"2","line_x":"280471.551909","line_y":"25
90742.24495","line_z":"267.186327"},{"line_id":"2","line_x":"280470.591267","lin
e_y":"2590742.522738","line_z":"266.982688"},{"line_id":"2","line_x":"280469.63
0624","line_y":"2590742.800526","line_z":"266.776181"},{"line_id":"2","line_x":"2
80468.669982","line_y":"2590743.078314","line_z":"266.566805"},{"line_id":"2","|
ine_x":"280467.709339","line_y":"2590743.356102","line_z":"266.35456"},{"line_i
d":"2" "line_x":"280466.748697","line_y":"2590743.63389","line_z":"266.139446"}
A{"line_id":"2","line_x":"280465.788055","line_y":"2590743.911678","line_z":"265.
921464"},{"line_id":"2","line_x":"280464.827412","line_y":"2590744.189466","line
2":"265.700613"},{"line_id":"2","line_x":"280463.86677","line_y":"2590744.4672
54" "line_z":"265.476894"}]],"linePointArray":[{"m":"0.0","x":"280577.97","y":"259
1103.0","2":"208.939068"},{"m":"376.21036","x":"280473.47","y":"2590741.8","2";
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"267.538954"}}</string>

At E B E RS B

15 chart by amCharts

208.939068

|4

L

T
376.21036

3R (m)

AR

ZeitE Multi-color relief

Web API URL - https://dtm.moi.gov.tw/mcrif.aspx

(—) VS ZEHE getMCRIFImg
1. 2%
SEEE SEERA 41
, ARFE BB BE 45 VDGR ,
apikey W Apikey=5432
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
it Well-known text 1250 | 24.328530883789064,120.76242065429688
] 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data HEERN TW_DLA_20010814 20061226 20M_3826_
DEM
C A RN 3
FEEER (BE 0.949019607843137 0.909803921568627
RGB ) 0.0549019607843137,0.164705882352941
€ RGB, %A RGB(%t 0 2| | 0.835294117647059 0.529411764705882
1 Z B0 VSRS
7R)
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2. EEERGRE

BEELEEAEEERENZEMEEE URL -

3. fEREEHA

https://dtm.moi.gov.tw/services/mcrif/mcrif.asmx/getMCRIFImg?apikey=&wkt=PO
LYGON((121.19470384939565 23.38103956494868,121.19470384939565
23.28490919385493,121.3402726970519
23.28490919385493,121.3402726970519
23.38103956494868,121.19470384939565
23.38103956494868))&data=TW_DLA_ 20010814 20061226 20M_3826_DEM&C=
0&M=(0 00,0 00)

<string xmIns="https://dtm.moi.gov.tw/services/openness/WMSImages/c46872c1-
12f2-4b33-8cac-33d4018bb25a.png</string>

apikey ARFEEENIEE4a VR Ra 5 | Apikey=5432

wkt Well-known text 25058 | wkt=POLYGON((120.75006103515625
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2.

3.

[l

24.345010375976564,120.7500610351562
5
24.328530883789064,120.7624206542968
8
24.328530883789064,120.7624206542968
8
24.345010375976564,120.7500610351562
5 24.345010375976564))

data HEER TW_DLA_20010814_20061226_20M_3826
_DEM

C BRI 3

EAEEIEMR ( EE RGB) | 0.949019607843137 0.909803921568627
€ RGB, %A RGB(1% 0 £/ 1 | 0.0549019607843137,0.164705882352941
7 B o] HRVEIRERR) | 0.835294117647059 0.529411764705882

ClEE R
SHEH =X b Z41
https://dtm.moi.gov.tw/services/getstl/stl/f
stl NIREES 8012ddd-5246-4107-bc47-
7558b7b6733d.stl
https://dtm.moi.gov.tw/services/mcrif/Imag
img ES 8B | eFile/f8012ddd-5246-4107-bc47-
7558b7b6733d.png
(E=EER L
Web API URL

https://dtm.moi.gov.tw/services/mcrif/mcrif.asmx/getMCRIFStIFile?apikey=&wkt=P
OLYGON((120.84413146972656 23.64119873046875,120.84413146972656
23.581460571289064,120.9176025390625
23.581460571289064,120.9176025390625
23.64119873046875,120.84413146972656
23.64119873046875))&data=TW_DLA_ 20010814 20061226 _20M_3826_DEM&C=
0&M=(0 00,0 00)

[Bf# json FEh

<string
xmlins="https://dtm.moi.gov.tw/">"https://dtm.moi.gov.tw/getstl/ DTMWebGL_Obj
Mov.html?stl=https://dtm.moi.gov.tw/services/getstl/stl/f8012ddd-5246-4107-
bca7-
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7558b7b6733d.stl&img=https://dtm.moi.gov.tw/services/mcrif/ImageFile/f8012dd
d-5246-4107-bc47-7558b7b6733d.png"</string>

STLIZERFRE

~ Helper

DLight
Wireframe
Texture
Animate

Time

Close Controls

T FEIGHEMIERZRE S DTM Differences

Web API URL - https://dtm.moi.gov.tw/dtmdiff.aspx

(—) ENSARIREAEREEE getDiffData

1.

2
SEEE S8R o 41
apikey HE%%T}E%%‘E@ Apikey=5432
e I
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
ot Well-known text | 24.328530883789064,120.76242065429688
RERE s 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
e TW_DLA_20010814 20061226_20M_3826_DE
dataA EEERE R A
M
e TW_DLA_20010814_20061226_20M_3826_DE
dataB EEERE R B "
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3.

4,

+— -

SEEE L ERER EeRll
gridcount Wkt AEIZ1EREEL | "gridcount":"4"
diffdata BEMESAES | BHEERNR(ERTR)
diffdata ERl4E1E
SEEE SR A
X 1 2E x TEAZE(TWD97 EE1E)
y BB y (R E(TWD97 EEIE
lon 1534 lon TERZ{E(WGS84 1R
lat TBEE lat TEIR{E(WGS84 FEAR
dem dataB dem {E)8 = dataA dem 1B
degree dataB degree 1B8 % dataA degree 18
fsh &R 1
Web API URL

https://dtm.moi.gov.tw/services/dtmdiff/dtmdiff.asmx/getDiffData?apikey=&wkt=P
OLYGON((121.4609053250481 24.661903290815605,121.4609053250481
24.661871104307426,121.46093214713827
24.661871104307426,121.46093214713827
24.661903290815605,121.4609053250481
24.661903290815605))&dataA=TW_DLA 20010814 _20061226_20M_3826_DEM&
dataB=TW_DLA_ 20110101 20161101 20M_3826_DEM

[Bf# json FEh

<string
xmlns="https://dtm.moi.gov.tw/">{"gridcount":"4","diffdata":[{"x":"296640","y":"2
728400","lon":"121.460800","lat":"24.661825","dem":"9.14" "degree":"-
3.357302"},{"x":"296640","y":"2728420","lon":"121.460800","lat":"24.662006","de
m":"11.62","degree":"-
5.015291"},{"x":"296660","y":"2728400","lon":"121.460999","|at":"24.661825","de
m":"5.48","degree":"-
3.678707"},{"x":"296660","y":"2728420","lon":"121.460999","|at":"24.662006","de
m":"-1.53","degree":"-5.293568"}]}</string>

IZEA M Cutfill

Web API URL - https://dtm.moi.gov.tw/cutfill.aspx
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(—)ESIZIEBGETEAR getCutFill

1.

28
LY B2 SEER AR &5 451
" ARFSENI B 4510 Aoikeve5432
apike . ikey=
PIXey ong i PIKey
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
t Well-known text | 24.328530883789064,120.76242065429688
w e
BCES 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
o TW_DLA_20010814_20061226_20M_3826_DE
data FEER
M
height FEESE(AR) | height=20(F83%1E)
[CEEREE
LB S EERAA Rl
fillArea B HEE "fillArea":0
cutArea ZHHEE "cutArea":2607600
fillVolume B etE "fillVolume":0
cutVolume ZHietE "cutVolume":2110949442.7490234
areaUnit EiEENI "areaUnit":"E 5 A R"
volumeUnit Gt f==K\V) "volumeUnit":"YZ 3 AR"
EFEEA
Web API URL

https://dtm.moi.gov.tw/services/cutfill/cutfill.asmx/getCutFill?apikey=&wkt=POLYG
ON((121.1359799746128 24.69647879920935,121.1359799746128
24.68892569862341,121.14284642969092
24.68892569862341,121.14284642969092
24.69647879920935,121.1359799746128
24.69647879920935))&data=TW_DLA 20010814 20061226 _20M_3826_DEM&hei
ght=20

[O]f# json FER

<string
xmins="https://dtm.moi.gov.tw/">{"fillArea":"0.0","cutArea":"651200.0","fillVolum
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e":"0.0","cutVolume":"252309804.003906","areaUnit":"*F 75 /A R","volumeUnit":"
Y75 R"</string>

VEVSIZIE R EEF& getimageFile

1.

2K
SR e Gk 0 451
_ AR #5 BN 3245 R0 ,
apikey Apikey=5432
e i
wkt=POLYGON((120.75006103515625
24.345010375976564,120.75006103515625
wht Well-known text | 24.328530883789064,120.76242065429688
CERE s 24.328530883789064,120.76242065429688
24.345010375976564,120.75006103515625
24.345010375976564))
data AR TW_DLA_20010814 20061226_20M_3826_DE
M
height FEESE(AR) | height=20(F85%18)
ClEERERE

BEEOEEREBERBNIZES &I ZEE URL -
A6 EAH EBEh -

e Bl

Web APl URL

https://dtm.moi.gov.tw/services/cutfill/cutfill.asmx/getimageFile?apikey=&wkt=PO
LYGON((121.19069126674107 24.279051046250007,121.19069126674107
24.24231551158204,121.24012974330357
24.24231551158204,121.24012974330357
24.279051046250007,121.19069126674107
24.279051046250007))&data=TW_DLA_ 20010814 20061226 20M_3826_DEM&h
eight=1500

[Bf# json FEh

<string

xmlns="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/cutfill/ImageFil
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+=

e/06050612-08c8-46be-ae24-99bfa9ac301d.png</string>

&l 1% =8 A

IS E 2 Polate

Web API URL - https://dtm.moi.gov.tw/polate.aspx

(—) BRGNS getSinglePolate

1.

28
SEEH S8R #0451
_ AR 75 B 1 3% 45 AV .
apikey . Apikey=5432
n/u\nﬂE%
it Well-known text | wkt=MULTIPOINT((121.22590637207033
w g
e — 24.69519958496094))
TW_DLA 20010814 20061226 20M_3826_DE
data HEER - - - T
M
IEH :H-I-’I'ml:l *%
SR A S8 251
count IS EREEL | "count":"1"
. N "pointArray":[{"x":"234352.040336456","y":
pointArray FPEEEN P vl Y
"2655750.87776912","z":"268.2592"}]
15 FH &b A
Web APl URL
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https://dtm.moi.gov.tw/services/polate/polate.asmx/getPolate?apikey=&wkt=MUL

TIPOINT((121.22590637207033
24.69519958496094))&data=TW_DLA_20010814_20061226_20M_3826_DEM

[O]f# json FER

<string
xmlns="https://dtm.moi.gov.tw/">{"count":"1","pointArray":[{"x":"272858.959477"
,"y":"2732036.835354","2":"523.733732"}]}</string>

(—) 2R LISHE getMultiPolate
1. 2%
LY RE 225708 5451
_ ARFZEE B2 45N ,
apikey Apikey=5432
nlu\nEE%
wkt=MULTIPOINT((121.19809722900392
t WeII—known text | 24.499848937988283),(121.25955200195314
w o
e 24.53589782714844),(121.18985748291017
24.580186462402345))
o TW_DLA_20010814_20061226_20M_3826_DE
data FEER
M
2. IEH -I-’I’Il\l:l$%
S £ 8RB #5451
count A SIZBEEL | "count™:"3"
N "pointArray":[{"x":"234352.040336456","y":"
pointArray FLSEENR g vl Y
2655750.87776912","z":"268.2592"}]
3. EREA
Web API URL

https://dtm.moi.gov.tw/services/polate/polate.asmx/getPolate?apikey=&wkt=MUL
TIPOINT((121.19809722900392 24.499848937988283),(121.25955200195314
24.53589782714844),(121.18985748291017
24.580186462402345))&data=TW_DLA_20010814 20061226 _20M_3826_DEM

[O]f# json FER

<string
xmlns="https://dtm.moi.gov.tw/">{"count":"3","pointArray":[{"x":"270076.14441",
"y":"2710396.172629","2":"2094.54955"},{"x":"276296.791607","y":"2714399.097
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867","2":"2100.776096"},{"x":"269228.840426","y":"2719292.815572","2":"1896.6
87418"}]}</string>

—

R EEE 2 Viewshed

Web API URL - https://dtm.moi.gov.tw/viewshed.aspx

(—) SR EBE 21T getimage

1. 28
SN2 2 Gk 0151
apikey Hﬁ%%fﬂ%ﬁﬁg Apikey=5432
Rt P
wkt Well-known text | wkt=POINT(121.62759399414062
A= 24.67048034667969)
it srEE TW_DLA_20010814 20061226 _20M_3826_DE
M
distance_ran | TIfF¥4E (A | 100
ge R)
C RGB EAEEZ 8l | 255, 255, 255
’ RESE (2 |1
R)
E 1t 3K 1(Z),0(H)
2. [BEERGERE
SN2 E2 Gkl 151
"imageURL":"https://dtm.moi.gov.tw/servi
imgeURL png [ElE URL ces/viewshed/ImageFile/2e5dee8e-4bac-
42c4-b283-86ac96989968.png"
"worldFileURL":"https://dtm.moi.gov.tw/s
worldFileURL pgw 1EZE URL ervices/viewshed/ImageFile/c344cac2-
8d82-4ea2-b405-5c68ed5586f6.pgw"
"kmz":[{"url":"https://dtm.moi.gov.tw/ser
kmzURL kmz 528 URL vices/viewshed/ImageFile/a470724e-
€63b-46b8-8f3e-ebaadcd36ba3.kmz"
"bbox":"310867.214636514,2708703.3141
bbox Bounding box E{E
2116,311067.214636514,2708903.314121
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16"
"legendGraphURL":"https://dtm.moi.gov.t
legendGraphU N s ] ] .
AL B Iz AREI4E URL | w/services/viewshed/ImageFile/LegendGr

aph/LegendGraph.png"

legendDescript

ERIEEbeE2 "legendDescription":" & Bl z7 A"

ion

(EDEE A

Web APl URL

https://dtm.moi.gov.tw/services/viewshed/viewshed.asmx/getImageFile?apikey=&
wkt=POINT(121.62759399414062
24.67048034667969)&data=TW_DLA_ 20010814 _20061226_20M_3826_DEM&H=1
&distance_range=1000&EarthCurve=1

[0l json FER

<string
xmlns="https://dtm.moi.gov.tw/">{"bbox":"312518.078504157,2728425.38312363
,314518.078504157,2730425.38312363","imageURL":"https://dtm.moi.gov.tw/ser
vices/viewshed/ImageFile/c344cac2-8d82-4ea2-b405-
5c68ed5586f6.png","kmz":null,"legendDescription":" [El 5% AR

" "legendGraphURL":"https://dtm.moi.gov.tw/services/viewshed/ImageFile/Legend
Graph/LegendGraph.png","worldFileURL":"https://dtm.moi.gov.tw/services/viewsh
ed/ImageFile/c344cac2-8d82-4ea2-b405-5c68ed5586f6.pgw"}</string>

+01 -

(—) S

1.

ES545TE Contour

Web API URL - https://dtm.moi.gov.tw/contour.aspx

SR

SESREE getimage

i

W

SHBHE ZEERHA L)

HE%%%@?&‘%G
S =7X E%

H/L:\ g

i

apikey Apikey=5432

wkt=POLYGON((121.02609252929689

24.522851562500005,121.02609252929689
24.476159667968755,121.09063720703126
24.476159667968755,121.09063720703126

WeII—known text

e
(2] 5 g e

wkt

Tl:l
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24.522851562500005,121.02609252929689
24.522851562500005))

TW_DLA_20010814_20061226_20M_3826_DE
M

data HEEN

2. EEERGRE
EEOEEREEERINSSRTEEE URL -

3. fEREEHA

https://dtm.moi.gov.tw/services/contour/contour.asmx/getimage?apikey=&wkt=P
OLYGON((121.02609252929689 24.522851562500005,121.02609252929689
24.476159667968755,121.09063720703126
24.476159667968755,121.09063720703126
24.522851562500005,121.02609252929689
24.522851562500005))&data=TW_DLA_20010814 20061226 20M_3826_DEM

<string
xmlns="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/contour/WMSI
mages/10df0f45-2a04-4930-952a-2878bc155fcl.png</string>

+H - BRUEEEE getSTL

Web API URL - https://dtm.moi.gov.tw/getstl.aspx
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(_

)3 #EYIESIEAAE getStlimage

1.

28
SEEE LEERA Eak vl
_ ARFEEENIZE 450 _
apikey sz Apikey=5432
ong i
wkt=POLYGON((121.02609252929689
24.522851562500005,121.02609252929689
it Well-known text 12 | 24.476159667968755,121.09063720703126
W] 24.476159667968755,121.09063720703126
24.522851562500005,121.02609252929689
24.522851562500005))
data WEER TW_DLA_20010814_20061226_20M_3826_D
EM
bot JE5 JBE bot=0
botH [REERE(AR) | botH=0
map EEKE map=0(F~FHZXE) * 1(FR)
pitch REB(FEER 45 ) | pitch=45
roll FedE /B(Fas% 0 &) | roll=0
ClEERSE

EEREFERERERBN=-#SEIEEEE URL -

e Bl

Web APl URL

https://dtm.moi.gov.tw/services/getstl/getstl.asmx/getStIFile?apikey=&wkt=POLYG
ON((121.1579227067969 24.271542186640627,121.1579227067969
24.246822948359377,121.18813510914065
24.246822948359377,121.18813510914065
24.271542186640627,121.1579227067969
24.271542186640627))&data=TW_DLA_ 20010814 20061226 _20M_3826_DEM&b
ot=0&botH=0&map=0&pitch=45&roll=0

[Bf# json FEh

<string
xmlins="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/getstl/stl/5eal
9210-8a21-4889-99f0-715f71bfb04d.stl</string>
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STLIEZRTEE

~ Helper

|

|
DLight [
Wireframe | ]
Animate | |

Time
Close Controls

(D) EVS 3 4512518 getSti3D

1. 2%
SEEH SEERB Cegll
, ARFEENIZE 450 _
apikey . Apikey=5432
e e
wkt=POLYGON((121.02609252929689
24.522851562500005,121.02609252929689
wkt Well-known text 12 | 24.476159667968755,121.09063720703126
] 24.476159667968755,121.09063720703126
24.522851562500005,121.02609252929689
24.522851562500005))
. sEE TW_DLA_20010814_20061226_20M _3826_D
EM
bot % BB bot=0
botH [REERE(AR) | botH=0
map EERKE map=0(FAFHZE)  1(FX&
pitch HA(FERR 45 [E) | pitch=45
roll FedE/B(F85& 0 &) | roll=0
2. HEERGER

EEREFEREEERBN=—#SEIEEE URL -

51




REJRIAT S femp £ (107SU1218)

3.

(EDEE A

Web API URL

https://dtm.moi.gov.tw/services/getstl/getstl.asmx/getStI3D?apikey=0000&wkt=PO
LYGON((121.02197265625001 23.851312255859376,121.02197265625001
23.823846435546876,121.05218505859376
23.823846435546876,121.05218505859376
23.851312255859376,121.02197265625001
23.851312255859376))&data=TW_DLA_20010814 20061226 _5M_3826_DEM&bo
t=0&botH=50&map=0&pitch=45&roll=0

[O]F json R

<string
xmlins="https://dtm.moi.gov.tw/">https://dtm.moi.gov.tw/services/getstl/stl/5eal
9210-8a21-4889-99f0-715f71bfb04d.stl</string>
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2 -

(_

k4

i AR A

WE St Slope

E&24!

http://desktop.arcgis.com/zh-cn/arcmap/10.3/tools/spatial-analyst-
toolbox/how-slope-works.htm

(D) FTE AR

i

WEDTESE ArcGIS @UL LRIRRIE 2 B8 X - ARETEE8EGTAlMnGIts

ERELEE . FP0EcHEEE 3x3 WAKBHNERE Z BETEE - FEEH/N - £
FMMBEFIE ; k7 - BIEEEW - SHEEAMoILUERE (degree ) BIH 7L

( percentage ) Mi& - WEIEE ZEUANRNKFELRQEER SO LNEEE @ 5t &

SR (1IN

a b C

d e f

g h i
slope_degrees = ATAN (rise_run) * 57.29578 -------------mmmmmmmmmmmoom- N
rise_run =V ([dz/dx]2 + [dz/dy]2] -------=-=-=mmmmmmmmmmmmmooooooooe N2

&It e &£ x HEMWE{EREFE
[dz/dx] = ((c + 2f + i) - (@ + 2d + g) / (8 * x_cellsize)-------------- st 3
&0 e E y AR E

[dz/dy] = (g + 2h + i) - (@ + 2b + ©)) / (8 * y_cellsize) ~------------ St

57.29578 f£3 180/pi
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Z - @S Aspect
(—)2Z R

http://desktop.arcgis.com/zh-cn/arcmap/10.3/tools/spatial-analyst-

toolbox/how-aspect-works.htm

(Z)FTEATERAR

REDHTES%E ArcGIS #Blh LR R ZEER - AR ESE& TeSEER

B A RE ERERW N ERE -
R N
315 Wk 0-22.5)
SEA
210 S
I R (202.5-247.5)
225 i
180 Bk (337 5-360)
FFEARWMT
a b C
d e f
g h i
87t e f£ x HRMNE{EXRETE
[dz/dx] = ((c + 2f + i) - (@ + 2d + @)) / 8------=-=-=-mmmmmmmmomeee AR 1
BT e Ty ARMNEB{ERFE
[dz/dy] = (g + 2h + i) - (@ + 2b + C)) / 8-----=-=-=mmmmmmmmmmeee AR 2
WEITE x By o EREERFGE
aspect = 57.29578 * atan2 ([dz/dy], -[dz/dx]) -------------------------- A~ 3
B O EESN A 0-360 ER A
if @SPECt < 0 mmmm e ATt 4

cell=90.0 - aspect
else if aspect > 90.0

cell = 360.0 - aspect + 90.0
else

cell=90.0 - aspect
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k4

N\ E HillshadeAz

(—) &= 3R

http://pro.arcgis.com/en/pro-app/tool-reference/3d-analyst/how-

=

hillshade-works.htm
2. Burrough, P. A.and McDonell, R. A., 1998. Principles of Geographical
Information Systems (Oxford University Press, New York), 190 pp.
(Z)ETE AR
NFUREB2TES%E ArcGIS Bt EPTIRHEZEEE - W'
(1) Hillshade=255.0*((cos(Zenith_rad)*cos(Slope_rad))+
(sin(Zenith_rad) * sin(Slope_rad) * cos(Azimuth_rad -
Aspect_rad)))
(2) Zenith_deg = 90 — Altitude, E Altitude=45 (default)
Convert to radians:
(3) Zenith_rad = Zenith_deg * pi / 180.0
(4) Azimuth_math = 360.0 - Azimuth + 90, E% Azimuth=315(default)
Note that if Azimuth_math >= 360.0, then:
(5) Azimuth_math = Azimuth_math - 360.0
Convert to radians:
(6) Azimuth_rad = Azimuth_math * pi /180.0
(7) [dz/dx] = ((c + 2f +i) - (a + 2d + g)) / (8 * cellsize)
The rate of change in the y direction for cell 'e" is calculated with the following
algorithm:
(8) [dz/dy] =((g+ 2h +i)-(a+ 2b + )/ (8 * cellsize)
The steepest downhill descent from each cell in the surface is the slope. The
algorithm for calculating the slope in radians, incorporating the z-factor, is:
(9) Slope_rad = ATAN (z_factor * SQRT([dz/dx]*+ [dz/dy]z))

(10) The direction the steepest downslope direction is facing is the aspect.

Aspect in radians is defined in the range of 0 to 2pi, with O toward east. The
aspect is determined under the rules in the following algorithm:

If [dz/dx] is non-zero:
Aspect_rad = atan2 ([dz/dy], -[dz/dx])
if Aspect_rad < 0 then
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1Lt

(—)

Aspect_rad = 2 * pi + Aspect_rad
If [dz/dX] is zero:

if [dz/dy] > 0 then

Aspect_rad = pi/2
else if [dz/dy] < O then

Aspect_rad =2 *pi-pi/2
else

Aspect_rad = Aspect_rad

k4

FEEE 724 Openness

Ryuzo Yokoyama, Michlo Shlrasawa, and Richard J. Pike, "Visualizing
Topography by Openness: A New Application of Image Processing to Digital
Elevation Models", Photogrammetric Engineering & Remote Sensing, Vol. 68,
No. 3, March 2002, pp. 257-265.

sTE N TERER

FEED1TZE2 %2 Ryuzo Yokoyama F% 2002 88k 2 &EH X - FREERR—EN
ENRMNESHEFAREE - BREDMREREAKFERNBEG REELSS 7RSO8
W EFERER RAERNSEEARA - J\EHSNUNXKIEESKREANFI9E - EF
F&8 [E (positive openness) M A RITEEZRETE L HRBHRONVIE - EFEE
(negative openness)A X E AR E T H @@ MY - MR TR EHEBIE
HEEEEFRFEERRERN _BE85KEMNLA B R T B (Red Relief
ImageMap, RRIM)(Chiba et al., 2008). A FHEEFtE o £EZ NE - EALEES
B 75 % B & ANPAER/NHNSEARERFEXIEA (zenith angle)=90-BEA K A
(radirangle)=90+6 - E#EI95 0-180 & - AXHSTE /B - MIEERMEE
AIER/)\AFUNFEIE  StEREERTESE R - 32 R A 50m, 100m, 250m,
500m, 1000m £ 5 [EZEE - ANk :
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L J =0
o« ( Positive ) . 1 Pei$
D 4,/‘ - D=3l
- 4 > i
il L
A \ S
L @ T oW
0 1T \ » fow 1!
& /[r [ B / & s P
i Wt i I ¥ / / sooe008 |
~ D ) D0 o44 S3esy sbe 7%
\
Ve 2L \ £ - 9 I eesdbes I v =
3 3 e“ Q984800
\ L| OsDeDe |
L L intwt* J
(Negative ) rif ~| ﬁ!
| -
Figure 3. Surface openness defined in terms of zenith and 2 - _ig_ ;
nadir angles. Zenith angle pdb or (30 — pB), and nadir angle » ol . |
ot or (90 + pd,), calculated along one of eight azimuths D=125 D=13
D within radial limit L in Figure 1; dots are height along Yo=180
terrain profile. Positive openness is the mean value of pdy Fous 1. Selected sievations arrayed in a 0B, Dow-
along the eight sampling directions; negative openness Is ‘ | bl't'c “'Ié s O'uﬂl-‘lumln.' for the calculation of. open
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Definition 3: Positive openness @ at a location on a surface
within the distance of L on the DEM is
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and negative openness ¥ within a distance L is
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FRHERERS - OWASP Top 10 2017
ARR AT AR RS AR R E AL MR 2 R, OWASP Top 10 2017

Threat .. ... Weakness Weakness Technical Business Issues  Best Fix
Category Exploitability . .
Agent Prevalence Detectability Impact Impact Found Locations
Al-Injection*  APP- COMMON ApP- 9 9
Specific Specific
A2-Broken App. App.
Authentication*  Specific COMMON AVERAGE Specific 0 0
A3-Sensitive App. App.
Data Exposure*  Specific AVERAGE - AVERAGE Specific 0 0

A4-XML External  App. App.
Entities (XXE) Specific AVERAGE COMMON - Specific 0 0

A5-Broken App. App.
Access Control*  Specific AVERAGE COMMON AVERAGE Specific 0 0
A6-Security App. App. 0 0
Misconfiguration = Specific Specific
A7-Cross-Site App. App. 0 0
Scripting (XSS) Specific Specific
A8-Insecure APP-  DIFFICULT COMMON  AVERAGE APP- 0 0
Deserialization*  Specific Specific
A9-Using
Components App. App.

. e AVERAGE AVERAGE MODERATE e 1 1
with Known Specific Specific
Vulnerabilities
A10-Insufficient A A
Logging & PP AVERAGE DIFFICULT MODERATE PP 0 0

o Specific Specific

Monitoring

* SURAT RS R TR T A AR A A A, ER% AR T FRER AN/ sl A 38 2 DL CLFS i A AR R RO AR Y A 5,
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i fEE - OWASP Top 10 2013

A B AT LAMERD R B RO RE AR A A MR 22 L

Category

Al-Injection*

A2-Broken
Authentication
and Session
Management*

A3-Cross-Site
Scripting (XSS)

A4-Insecure
Direct Object
References*

A5-Security
Misconfiguration

A6-Sensitive
Data Exposure*

A7-Missing
Function Level
Access Control*

A8-Cross-Site
Request Forgery
(CSRF)

A9-Using
Components
with Known
Vulnerabilities

A10-Unvalidated
Redirects and
Forwards

OWASP Top 10 2013

Attack  Weakness  Weakness

Vectors

Threat
Agent

Prevalence Detectability

Impact

EXTERNAL,
INTERNAL,
ADMIN USERS

COMMON

- T

AVERAGE

EXTERNAL,
INTERNAL
USERS

AVERAGE

EXTERNAL,
INTERNAL,
ADMIN USERS

AVERAGE MODERATE

SYSTEM

USERS COMMON

MODERATE

EXTERNAL,
INTERNAL,
ADMIN USERS

COMMON MODERATE

EXTERNAL,
INTERNAL,
ADMIN
USERS, USERS
BROWSERS

DIFFICULT UNCOMMON AVERAGE

EXTERNAL,
INTERNAL
USERS

COMMON

DIFFICULT

AVERAGE MODERATE

USERS

BROWSERS AVERAGE

MODERATE

EXTERNAL
USERS,
AUTOMATED
TOOLS

AVERAGE MODERATE

USERS

BROWSERS AVERAGE

DIFFICULT MODERATE

o

* ERT RN AR A B RO AR, MERL S S TR/ B g e DL e AR T A HR B O RE R E,

=
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Business
Impact

ALL DATA

AFFECTED
DATA AND
FUNCTIONS

AFFECTED
DATA AND
SYSTEM

EXPOSED
DATA

ALL DATA
AND SYSTEM

EXPOSED
DATA

EXPOSED
DATA AND
FUNCTIONS

AFFECTED
DATA AND
FUNCTIONS

AFFECTED
DATA AND
FUNCTIONS

AFFECTED
DATA AND
FUNCTIONS

Issues
Found

Best Fix
Locations
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fadfELE - PCI DSS v3.2

iy Issues Best‘Fix
Found Locations
PCI DSS (3.2) - 6.5.1 - Injection flaws - particularly SQL injection* 9 9
PCI DSS (3.2) - 6.5.2 - Buffer overflows 0 0
PCI DSS (3.2) - 6.5.3 - Insecure cryptographic storage* 0 0
PCI DSS (3.2) - 6.5.4 - Insecure communications* 0 0
PCI DSS (3.2) - 6.5.5 - Improper error handling* 0 0
PCI DSS (3.2) - 6.5.7 - Cross-site scripting (XSS) 0 0
PCI DSS (3.2) - 6.5.8 - Improper access control* 0 0
PCI DSS (3.2) - 6.5.9 - Cross-site request forgery 0 0
PCI DSS (3.2) - 6.5.10 - Broken authentication and session management* 0 0

* L R AR IR ZE, R BRI B e 7,
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FrdifaLE - FISMA 2014

Category

Access Control

Audit And Accountability*

Configuration Management*

Identification And Authentication*

Media Protection

System And Communications Protection

System And Information Integrity*

* SURAT ARG RN WS TR AH RO ER 3R, R B PG

Description

Organizations must limit information system access
to authorized users, processes acting on behalf of
authorized users, or devices (including other
information systems) and to the types of
transactions and functions that authorized users are
permitted to exercise.

Organizations must: (i) create, protect, and retain
information system audit records to the extent
needed to enable the monitoring, analysis,
investigation, and reporting of unlawful,
unauthorized, or inappropriate information system
activity; and (ii) ensure that the actions of individual
information system users can be uniquely traced to
those users so they can be held accountable for
their actions.

Organizations must: (i) establish and maintain
baseline configurations and inventories of
organizational information systems (including
hardware, software, firmware, and documentation)
throughout the respective system development life
cycles; and (ii) establish and enforce security
configuration settings for information technology
products employed in organizational information
systems.

Organizations must identify information system
users, processes acting on behalf of users, or
devices and authenticate (or verify) the identities of
those users, processes, or devices, as a prerequisite
to allowing access to organizational information
systems.

Organizations must: (i) protect information system
media, both paper and digital; (i) limit access to
information on information system media to
authorized users; and (iii) sanitize or destroy
information system media before disposal or release
for reuse.

Organizations must: (i) monitor, control, and protect
organizational communications (i.e., information
transmitted or received by organizational
information systems) at the external boundaries and
key internal boundaries of the information systems;
and (ii) employ architectural designs, software
development techniques, and systems engineering
principles that promote effective information
security within organizational information systems.

Organizations must: (i) identify, report, and correct
information and information system flaws in a
timely manner; (ii) provide protection from
malicious code at appropriate locations within
organizational information systems; and (iii) monitor
information system security alerts and advisories
and take appropriate actions in response.

T/ e g g LL e SR BT A H B OB YR 2 3,
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FaffERE - NIST SP 800-53

st Issues Best‘Fix
Found Locations
AC-12 Session Termination (P2) 0 0
AC-3 Access Enforcement (P1) 0 0
AC-4 Information Flow Enforcement (P1) 0 0
AC-6 Least Privilege (P1) 0 0
AU-9 Protection of Audit Information (P1) 0 0
CM-6 Configuration Settings (P2) 0 0
IA-5 Authenticator Management (P1) 0 0
IA-6 Authenticator Feedback (P2) 0 0
IA-8 Identification and Authentication (Non-Organizational Users) (P1) 0 0
SC-12 Cryptographic Key Establishment and Management (P1) 0 0
SC-13 Cryptographic Protection (P1) 0 0
SC-17 Public Key Infrastructure Certificates (P1) 0 0
SC-18 Mobile Code (P2) 18 18
SC-23 Session Authenticity (P1) 0 0
SC-28 Protection of Information at Rest (P1)* 0 0
SC-4 Information in Shared Resources (P1) 0 0
SC-5 Denial of Service Protection (P1)* 0 0
SC-8 Transmission Confidentiality and Integrity (P1) 1 1
SI-10 Information Input Validation (P1)* 15 15
SI-11 Error Handling (P2)* 0 0
SI-15 Information Output Filtering (PO) 0 0
SI-16 Memory Protection (P1) 0 0

* LT R RN O BT A FERBH RO A . MERZAEE T PR AN/ S A 3805 DL EL G AT A AR B ORR Y 3h0,
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fHHifEAE - OWASP Mobile Top 10 2016

Issues Best Fix

D ipti .
Category escription Found Locations

This category covers misuse of a platform feature or
failure to use platform security controls. It might
include Android intents, platform permissions,
M1-Improper Platform Usage misuse of TouchlD, the Keychain, or some other 0 0
security control that is part of the mobile operating
system. There are several ways that mobile apps can
experience this risk.

This category covers insecure data storage and

M2-Insecure Data Storage* .
9 unintended data leakage.

This category covers poor handshaking, incorrect
M3-Insecure Communication* SSL versions, weak negotiation, cleartext 0 0
communication of sensitive assets, etc.

This category captures notions of authenticating the
end user or bad session management. This can
include:

-Failing to identify the user at all when that should
be required

-Failure to maintain the user's identity when it is
required

-Weaknesses in session management

M4-Insecure Authentication*

The code applies cryptography to a sensitive
information asset. However, the cryptography is
insufficient in some way. Note that anything and
everything related to TLS or SSL goes in M3. Also, if
the app fails to use cryptography at all when it
should, that probably belongs in M2. This category
is for issues where cryptography was attempted, but
it wasnt done correctly.

M5-Insufficient Cryptography

This is a category to capture any failures in
authorization (e.g., authorization decisions in the
client side, forced browsing, etc.). It is distinct from
authentication issues (e.g., device enrolment, user
identification, etc.).

M6-Insecure Authorization If the app does not authenticate users at all in a 0 0
situation where it should (e.g., granting anonymous
access to some resource or service when
authenticated and authorized access is required),
then that is an authentication failure not an
authorization failure.

This category is the catch-all for code-level
implementation problems in the mobile client.
That's distinct from server-side coding mistakes.
M7-Client Code Quality* This would capture things like buffer overflows, 0 0
format string vulnerabilities, and various other code-
level mistakes where the solution is to rewrite some
code that's running on the mobile device.

This category covers binary patching, local resource
modification, method hooking, method swizzling,
and dynamic memory modification. Once the
application is delivered to the mobile device, the
code and data resources are resident there. An
attacker can either directly modify the code, change
the contents of memory dynamically, change or
replace the system APIs that the application uses, or

M8-Code Tampering*

PAGE 9 OF 61



M9-Reverse Engineering*

M10-Extraneous Functionality*

* LGRS TR BT A R B O A A,

Tul
o

modify the application's data and resources. This
can provide the attacker a direct method of
subverting the intended use of the software for
personal or monetary gain.

This category includes analysis of the final core
binary to determine its source code, libraries,
algorithms, and other assets. Software such as IDA
Pro, Hopper, otool, and other binary inspection
tools give the attacker insight into the inner
workings of the application. This may be used to
exploit other nascent vulnerabilities in the
application, as well as revealing information about
back end servers, cryptographic constants and
ciphers, and intellectual property.

Often, developers include hidden backdoor
functionality or other internal development security
controls that are not intended to be released into a
production environment. For example, a developer
may accidentally include a password as a comment
in a hybrid app. Another example includes disabling
of 2-factor authentication during testing.

/S g g DL e SR BT A F B OB YR 2 3,
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Missing HSTS Header

g2l

Missing HSTS Header\ %X 1:
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it A ARTE Bl
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IS aboutus.aspx aboutus.aspx

17 17 17
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ik <% @ Page Title="" Language="VB" MasterPageFile="~/MasterPage.master" %>
i%:. <hl class="pull-left"><%=Resources.Resource.Str AboutUs
$></hl>

Unsafe Use Of Target blank

FISMA 2014: System And Information Integrity
NIST SP 800-53: SI-10 Information Input Validation (P1)

/Uy
Unsafe Use Of Target blank\ ¥ 1
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href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank"> target="_blank">
TN
e aspect.aspx
ik T#iEE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=22
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=22
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=23
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=23

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

B R4 TR cutfill.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

512. T#EGEE  <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %% 4:

R RN

i AR RE 3

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=24

NS B
IR H R H

IS dtmdiff.aspx dtmdiff.aspx

17 394 394

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

e dtmdiff.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

394. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %X 5:

R B A5G J i
AEBLIREE . 1 B
b S http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=25
R AE BT
AR H it
ES flood.aspx flood.aspx
17 328 328
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=24
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=24
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=25
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=25

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

A flood.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

328. T#EGEE  <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\¥% 6:

R RN

i AR RE 3

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=26

NS B
IR H R H

IS getstl.aspx getstl.aspx

1T 499 499

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

e getstl.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

499. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %X 7:

R B A5G J i
fE SRS 53
b S http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=27
R AE BT
IR H it
S getsvf.aspx getsvf.aspx
17 422 422

PAGE 17 OF 61


http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=26
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=26
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=27
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=27

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

B R4 TR getsvf.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

422. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 8:

R RN

i AR RE 3

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=28

NS B
IR H R H

IS hillshade.aspx hillshade.aspx

1T 422 422

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

EZ A hillshade.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

422. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %X 9:

R B A5G J i
AEBLIREE . 1 B
b S http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=29
R AE BT
AR H it
ES hillshadeAz.aspx hillshadeAz.aspx
1T 441 441
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=28
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=28
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=29
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=29

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

B R4 TR hillshadeAz.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

441. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %% 10:

R RN

i AR RE 3

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=30

NS B
IR H R H

IS mcrif.aspx mcrif.aspx

17 492 492

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

e mcrif.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

492. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %/ 11:

R ARG\ g
e SN BB
i ERE http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=31
NI <D
AR H
S openness.aspx openness.aspx
17 434 434
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=30
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=30
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=31
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=31

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S A B

R TR openness.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

434. T#EGEE  <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 12:

R RN

i AR RE B

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=32

NS B
IR H R H

IS polate.aspx polate.aspx

17 335 335

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

e polate.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

335. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %% 13:

B ERRE A5G J i
AEBLIREE . 1 B
b S http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=33
R AE BT
AR H it
ES slope.aspx slope.aspx
17 587 587

PAGE 20 OF 61


http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=32
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=32
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=33
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=33

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

B R4 TR slope.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

587. T#EGEE  <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 14:

R RN

i AR RE 3

BB http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=34

NS B
IR H R H

IS terrainview.aspx terrainview.aspx

17 366 366

/Rl <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F

E R terrainview.aspx

Fik THEELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

366. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %/ 15:

R B A5G J i
AERAREE - 1 B
b S http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=35
R AE BT
AR H it
ES viewshed.aspx viewshed.aspx
1T 432 432
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=34
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=34
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=35
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=35

v, CHECKMARX

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S F B

B R4 TR viewshed.aspx

JiE FH#EAEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

432. T#EGEE  <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank

ik

Unsafe Use Of Target blank\ %% 1

B ERREE A i

e R ARRE i

o http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=36

NI B
AT H R H

IEES aspect.aspx aspect.aspx

17 595 595

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A Fr B

e aspect.aspx

Fiik T © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

595. TR <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 2:

fik EERRSE ARG g

e SN BB

R s R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=37

R RE B
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=36
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=36
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=37
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=37

ES

7

Wt
R 1l
CEZAE
Tk

v, CHECKMARX

AR H A

contour.aspx contour.aspx

329 329

<a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

contour.aspx
THEUELE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

329. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 3:

Jei LR
I SN
Ry S
N

ES

1T

Wit
RS B
LEZAt
Jitk

{EEHBM
http ://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=38

Y

IR H A Hy
cutfill.aspx cutfill.aspx
512 512
<a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

cutfill.aspx

T#EGEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

512. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ X 4

AR
T RARRE

SRS

AR

59
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=39

B
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=38
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=38
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=39
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=39

ES

7

Wt
R 1l
CEZAE
Tk

AR
dtmdiff.aspx
394

<a
href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">

dtmdiff.aspx

v, CHECKMARX

H Y H
dtmdiff.aspx
394

<a
href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">

THEUELE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

394.

T#EHtE - <a

href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %% 5:

Jei LR
I SN
Ry S
N

ES

1T

Wit
RS B
LEZAt
Jitk

1EEHKM

http ://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=40

HHY
IR
flood.aspx
328
<a

href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">

flood.aspx

H HH
flood.aspx
328

<a
href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">

T#EGEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

328.

TEEHE - <a

href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %X 6

AR
T RARRE

SRS

1L g
59

http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=41
ey
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=40
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=40
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=41
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=41

ES

7

Wt
R 1l
CEZAE
Tk

v, CHECKMARX

AR H A
getstl.aspx getstl.aspx
499 499
<a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

getstl.aspx

THEUELE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

499. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ % 7:

Jei LR
I SN
Ry S
N

ES

1T

Wit
RS B
LEZAt
Jitk

{EEHBM
http ://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=42

Y
AR H B
getsvf.aspx getsvf.aspx
422 422

<a

<a

href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

getsvf.aspx
T#EGEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

422. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ X 8

AR
T RARRE

SRS

AR

59
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=43

B
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=42
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=42
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=43
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=43

v, CHECKMARX

AR H B Hl

ES hillshade.aspx hillshade.aspx

17 422 422

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

VPN i

e hillshade.aspx

ik T#HELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

422. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %4 9:

’ﬁi*ﬂi}—h . {‘EE}_LIK/\/\

fE S RRE BB

B _ERES http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=44

N5 B
AR H HH

S hillshadeAz.aspx hillshadeAz.aspx

17 441 441

S/LGS <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S A B

A hillshadeAz.aspx

ik F#EaE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

441. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 10:

fik EEFREE AR

e S NI i

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=45

HRRE B
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http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=44
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=44
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=45
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ES

7

Wt
R 1l
CEZAE
Tk

v, CHECKMARX

AR H A
mcrif.aspx mcrif.aspx
492 492
<a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

mcrif.aspx

THEUELE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

492, TG <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %4 11:

Jei LR
I SN
Ry S
N

ES

1T

Wit
RS B
LEZAt
Jitk

{EEHBM
http ://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=46

HHY
AR H A Hy
openness.aspx openness.aspx
434 434
<a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

openness.aspx
T#EGEHE © <a href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

434, T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 12:

AR
T RARRE

SRS

AR

59
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=47

B
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v, CHECKMARX

S/ H Ao Hy

S polate.aspx polate.aspx

7 335 335

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F B

e polate.aspx

ik T#HELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

335. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ £ 13:

’ﬁi*ﬂi}—h . {‘EE}_LIK/\/\

fE S RRE BB

B _ERES http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=48

N5 B
AR H HH

S slope.aspx slope.aspx

17 587 587

S/LGS <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S A B

A slope.aspx

ik F#EaE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

587. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ ¥ 14:

fik EEFREE AR

e S NI i

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=49

HRRE B
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v, CHECKMARX

S/ H B

(EES terrainview.aspx terrainview.aspx

7 366 366

Wi <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

A F B

e terrainview.aspx

ik T#HELE : <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

366. L <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Unsafe Use Of Target blank\ %4 15:

fik EERREE B g

e SN 3 o

B _ERES http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=50

N5 B
AR H HH

S viewshed.aspx viewshed.aspx

17 432 432

S/LGS <a <a
href="http://3dgis.rchss.sinica.edu.tw/" href="http://3dgis.rchss.sinica.edu.tw/"
target="_blank"> target="_blank">

S A B

A viewshed.aspx

ik F#EaE © <a href="http://3dgis.rchss.sinica.edu.tw/"

target="_blank">http://3dgis.rchss.sinica.edu.tw/</a>

432. T <a
href="http://3dgis.rchss.sinica.edu.tw/"
target=" blank">http://3dgis.rchss.sinica.edu.tw/</a>

Client Remote File Inclusion

OWASP Top 10 2017: Al-Injection
PCI DSS v3.2: PCI DSS (3.2) - 6.5.1 - Injection flaws - particularly SQL injection
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(¥, CHECKMARX

NIST SP 800-53: SC-18 Mobile Code (P2)

/201y

Client Remote File Inclusion\ %X 1

fik EFREE AR

e S NI i

bl g http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=2

HRRE Y

f& F %8 = ff B @DestinationFil#8 17559 &1 A" "https://maps.googleapis.com/maps/api/js?key=AlzaSyCR Y2 TI
imDxZSeamwn88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap""
HANBEXESRREREE, XBETUF AR R EEAEASAEERENE,

AT H B
(EES contactus.aspx contactus.aspx
17 9 9
Wi ""https://maps.googleapis.com/maps/api ""https://maps.googleapis.com/maps/api

/js?key=AIzaSyCRYf2TIimDxZSeamwn88 /js?key=AIzaSyCRYf2TIimDxZSeamwn88
WAtKakJKYFOXs&v=3.208&signed_in=true wAtKakJkYFOXs&v=3.20&signed_in=true

&callback=initMap"" &callback=initMap""
Ml i
e contactus.aspx
Fik <script async defer

src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeam
wn88wAtKakJkYFOXs&v=3.20&signed_in=true&callback=initMap"></script>

9. <script async defer
src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeamw
n88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap"></script>

Cllent Remote File Inclusion\%& 2:

R RS - AL e
fE S RRE 3
R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=3
R RE HrHy

F& FA#2 =X 5 FH @DestinationFil#2 1T 59 F 89" "https://maps.googleapis.com/maps/api/js?key=AlzaSyCRY 2 TI
imDxZSeamwn88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap""
HANBEXESRREXEE, XBELUF AR RILFEARXSAETERXE,

AT H A1
FES aboutus.aspx aboutus.aspx
17 9 9
Wi ""https://maps.googleapis.com/maps/api ""https://maps.googleapis.com/maps/api

/is?key=AIzaSyCRYf2TIimDxZSeamwn88 /js?key=AIzaSyCRYf2TIimDxZSeamwn88

PAGE 30 OF 61


http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=2
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=2
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projectid=51034&pathid=3
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v, CHECKMARX

wAtKakJkYFOXs&v=3.20&signed_in=true wAtKakJkYFOXs&v=3.20&signed_in=true

&callback=initMap"" &callback=initMap""
M i
e aboutus.aspx
ik <script async defer

src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeam
wn88wAtKakJkYFOXs&v=3.20&signed_in=true&callback=initMap"> </script>

9. <script async defer
src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeamw
n88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap"></script>

Client Remote File Inclusion\X%&X 3:

fik EEFREE ARG i

fE SRS 53

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=4

N5 i

F& FA 72 =055 FH @DestinationFil#2 T 5% 9 F 89" "http://maps.google.com/maps/api/js?v=3 &sensor=false""
HANBEXESRREXEE, XBEUFALRERLFEAERXSAETERXNE,

AR H Y
EES apply.aspx apply.aspx
17 9 9
Wit ""http://maps.google.com/maps/api/js?v ""http://maps.google.com/maps/api/js?v

=3&amp;sensor=false =3&amp;sensor=false

(Avishan i
A apply.aspx
Jiik <script type="text/javascript"

src="http://maps.google.com/maps/api/js?v=3&amp;sensor=false"> < /script>

9. <script type="text/javascript"
src="http://maps.google.com/maps/api/js?v=3&amp; sensor=false"></script>

Cllent Remote File Inclusion\%& 4:

i RS - AL e
S NI B b
R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=5
HRRE iy

F& FA 72 =X 5 FH @DestinationFil#2 1T 589 F 89" "http://vjs.zencdn.net/ie8/ie8-version/videojs-ie8.min.js""
AN BREXEL R IRIEXEE REATUF AL FRIEEEAEXSAETEREXE,
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v, CHECKMARX

AR H A
(EES index.aspx index.aspx
17 9 9
Wi ""http://vjs.zencdn.net/ie8/ie8- ""http://vjs.zencdn.net/ie8/ie8-

version/videojs-ie8.min.js"" version/videojs-ie8.min.js""

AR F
BRATE index.aspx
Jiik <script src="http://vjs.zencdn.net/ie8/ie8-version/videojs-ie8.min.js"> </script>

9. <script src="http://vjs.zencdn.net/ie8/ie8-version/videojs-
ie8.min.js"></script>

Client Remote File Inclusion\%X 5:

i AR AR R

fE T RRE T

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=6

R RE B

& A T8 = 58 FH @DestinationFil #2475 28 F1 89" "https://unpkg.com/video.js@6.5.1/dist/video.js""
FANBREXERRIGIEXEE REATUA AL RRLEEEAEXSAETEREXE,

AR H A Hy
S index.aspx index.aspx
17 28 28
it ""https://unpkg.com/video.js@6.5.1/dist ""https://unpkg.com/video.js@6.5.1/dist
/video.js"" /video.js""
A F
e index.aspx
ik <script src="https://unpkg.com/video.js@6.5.1/dist/video.js'></script>
éé:. <script

src='https://unpkg.com/video.js@6.5.1/dist/video.js'></script>

Client Remote File Inclusion\%&X 6:

fik EEFREE AR\ i

(e SNGIE i

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=7

HRRE By

F& FAFE = 8 FH @DestinationFil #2755 44 F B9 "https://vjs.zencdn.net/7.0.3/video.js""
BANBEXESRRERXEE, XBEALUF AR RLGEEAERXSAETERXE,
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v, CHECKMARX

AR R
FER index.aspx index.aspx
1T 44 44
Wi ""https://vjs.zencdn.net/7.0.3/video.js"" ""https://vjs.zencdn.net/7.0.3/video.js""
S A B
BRAT index.aspx
ik <script src="https://vjs.zencdn.net/7.0.3/video.js"></script>

44:. <script

src="https://vjs.zencdn.net/7.0.3/video.js"></script>

Client Remote File Inclusion\%&X 7:

AR AL e

fE I RRE BB

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=8

HRRE iy

F& FA 2 =X {5 FH @DestinationFil#8 1755 132 H B9""https://www.amcharts.com/lib/4/core js""
AN BREXER R EE REATUA AL RRIEEEAEXSAETEREXE,

AT H R HE
S statistics2.aspx statistics2.aspx
17 132 132
Wi ""https://www.amcharts.com/lib/4/core.j ""https://www.amcharts.com/lib/4/core.j
Sllll sllll
A F B
e statistics2.aspx
Jiik <script src="https://www.amcharts.com/lib/4/core.js" > </script>
iéé: <script src="https://www.amcharts.com/lib/4/core.js"></script>

Client Remote File Inclusion\¥%&X 8:

fik ERREE ARG R\

e SN i

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=9

N5 EED)

Jf& FA 72 = {8 FH @DestinationFil#21T5% 133 % B9 " "https://www.amcharts.com/lib/4/charts.js""
HANBERES R EE, REEF LA AR AL EERAEXSEAEETERE,
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v, CHECKMARX

IR H Ao Hy
EES statistics2.aspx statistics2.aspx
1T 133 133
Wi ""https://www.amcharts.com/lib/4/chart ""https://www.amcharts.com/lib/4/chart
S.js"" S,jS""
AR F
BRATE statistics2.aspx
Jiik <script src="https://www.amcharts.com/lib/4/charts.js"></script>
iéé: <script

src="https://www.amcharts.com/1lib/4/charts.js"></script>

Client Remote File Inclusion\%X 9:

i AR AR R

fE T RRE B b

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=10

R RE B

F& A2 =X {5 FH @DestinationFil #8217 5% 134 H B9 " "https://www.amcharts.com/lib/4/themes/animated.js""
HANBEXERRBEREE, XBETLUF AR EEAEAZFAEETRENXNE,

AT H A
S statistics2.aspx statistics2.aspx
17 134 134
N ""https://www.amcharts.com/lib/4/them ""https://www.amcharts.com/lib/4/them

es/animated.js es/animated.js

(avistan <0
TR statistics2.aspx
Jiik <script src="https://www.amcharts.com/lib/4/themes/animated.js" > </script>

134. <script
src="https://www.amcharts.com/1lib/4/themes/animated.js"></script>

Client Hardcoded Domain

NIST SP 800-53: SC-18 Mobile Code (P2)

b1
Client Hardcoded Domain\ %X 1:
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(¥, CHECKMARX

fik EERREE ARG R\

e SN 3 d

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=12

N5 B

£ contactus.aspx BI1THE 9 B

""https://maps.googleapis.com/maps/api/js?’key=AlzaSyCRY f2TlimDxZSeamwn88wAtKakJkYFOXs&v=3.2
0&signed - in—true&callback—initMap"" th3& A B JavaScript

BEKRBEmREE, EFEAFKBEREEEABERANS.

AT H Y31
[FES contactus.aspx contactus.aspx
7 9 9
Wi ""https://maps.googleapis.com/maps/api ""https://maps.googleapis.com/maps/api

/is?key=AIzaSyCRYf2TIimDxZSeamwn88 /js?key=AIzaSyCRYf2TIimDxZSeamwn88
wAtKakJkYFOXs&v=3.208&signed_in=true wAtKakJkYFOXs&v=3.20&signed_in=true

&callback=initMap"" &callback=initMap""
M i
e contactus.aspx
ik <script async defer

src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeam
wn88wAtKakJkYFOXs&v=3.20&signed_in=true&callback=initMap"></script>

9. <script async defer
src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeamw
n88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap"></script>

Client Hardcoded Domain\ X 2:

fik EEFREE ARG i

fE SRS 53

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=13

HRRE By

£ aboutus.aspx BI1TER 9 B

""https://maps.googleapis.com/maps/api/js?key=AlzaSyCRY f2TlimDxZSeamwn88wAtKakJk YFOXs&v=3.2
O&Signed_inztrue&callbackzinitMap"" th8 A #Y JavaScript

ERKE ML, SARAHANEEABTEEABRRAANS.

AT H A
S aboutus.aspx aboutus.aspx
17 9 9
Wi ""https://maps.googleapis.com/maps/api ""https://maps.googleapis.com/maps/api

/is?key=AIzaSyCRYf2TIimDxZSeamwn88 /js?key=AIzaSyCRYf2TIimDxZSeamwn88
WAtKakJKYFOXs&v=3.20&signed_in=true wAtKakJkYFOXs&v=3.20&signed_in=true
&callback=initMap"" &callback=initMap""
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v, CHECKMARX

A5
e aboutus.aspx
ik <script async defer

src="https://maps.googleapis.com/maps/api/js?key=AlzaSyCRYf2TIimDxZSeam
wn88wAtKakJkYFOXs&v=3.20&signed_in=true&callback=initMap"> </script>

9. <script async defer
src="https://maps.googleapis.com/maps/api/js?key=AIzaSyCRYf2TIimDxZSeamw
n88wAtKakJkYFOXs&v=3.20&signed in=true&callback=initMap"></script>

Client Hardcoded Domain\ %X 3:

fik EERREE ARG R\

e SN d

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=14

N5 B

£ apply.aspx BI1TH5E 9 B ""http://maps.google.com/maps/api/js?v=3&sensor=false"" & A B JavaScript
SRR BEZImMEE, ErREAHFREEREERLBEREIANS,

AR H
CES apply.aspx apply.aspx
17 9 9
Wi ""http://maps.google.com/maps/api/js?v ""http://maps.google.com/maps/api/js?v

=3&amp;sensor=false =3&amp;sensor=false

MPan i
e apply.aspx
ik <script type="text/javascript"

src="http://maps.google.com/maps/api/js?v=3&amp;sensor=false"> < /script>

9. <script type="text/javascript"
src="http://maps.google.com/maps/api/js?v=3&amp; sensor=false"></script>

Client Hardcoded Domain\ % 4:

i AR AL e

fE I RRE BB

Rk 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=15

HRRE Fry

7£ index.aspx BI1T55E 9 B4 ""http://vjs.zencdn.net/ie8/ie8-version/videojs-ie8.min.js"" Hi&E A B4 JavaScript
FEEKEZRinHEE, ErEAFREEREEERBERAERNE,

AR H At

EES index.aspx index.aspx
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v, CHECKMARX

7 9 9

Wi ""http://vjs.zencdn.net/ie8/ie8- ""http://vjs.zencdn.net/ie8/ie8-
version/videojs-ie8.min.js"" version/videojs-ie8.min.js""

A A
e index.aspx
7 <script src="http://vjs.zencdn.net/ie8/ie8-version/videojs-ie8.min.js"></script>

9. <script src="http://vjs.zencdn.net/ie8/ie8-version/videojs-
ie8.min.js"></script>

Client Hardcoded Domain\ %X 5:

fik EEFREE ARG R\

it AR AREE B

R R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=16

NG5 i

£ index.aspx BI{THE 28 BY "”https //unpkg.com/video.js@6.5.1/dist/video.js"" & A B JavaScript
BERBRInMAE, SrEAFKNEERAEEEXERRENE,

IR H R H
FER index.aspx index.aspx
17 28 28
Wi ""https://unpkg.com/video.js@6.5.1/dist ""https://unpkg.com/video.js@6.5.1/dist
/video.js"" /video.js""
(Avishan i
(e index.aspx
Hik <script src="https://unpkg.com/video.js@6.5.1/dist/video.js'> </script>
éé:. <script

src="https://unpkg.com/video.js@6.5.1/dist/video.js"'></script>

Client Hardcoded Domain\ %X 6:

ik EEFRSE - ARG e

fEFLRRE i

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=17

HRRE iy

£ index.aspx RI{THR 44 BY ""https //vjs.zencdn.net/7.0.3/video.js"" H3E A Y JavaScript
*Eﬁ%x E J‘ﬂﬁ%ﬁi’j L_.r LFI& %%n‘\ iy *ETE%%@EW@O

AR H At
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index.aspx index.aspx
44 44
""https://vjs.zencdn.net/7.0.3/video.js"" ""https://vjs.zencdn.net/7.0.3/video.js""

index.aspx
<script src="https://vjs.zencdn.net/7.0.3/video.js"></script>

44 . <script
src="https://vjs.zencdn.net/7.0.3/video.js"></script>

Client Hardcoded Domain\ %X 7:

R RS -
T NI

R R
NS

{EEH
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=18

EEEy

£ statistics2.aspx BI1TH%E 132 B ""https://www.amcharts.com/lib/4/core js"" H3E A B4 JavaScript
BERBRInMAE, SFEAFKEERAEEEAEBRRENE,

X8 A i
EA
T7ik

AR H A
statistics2.aspx statistics2.aspx
132 132

""https://www.amcharts.com/lib/4/core.j ""https://www.amcharts.com/lib/4/core.j
S"" sllll

statistics2.aspx
<script src="https://www.amcharts.com/lib/4/core.js"></script>

132. <script src="https://www.amcharts.com/1lib/4/core.js"></script>

Client Hardcoded Domain\ %X 8:

i EFEE
it ARIREE -

i bR
NI

AR i

53
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=19

B

£ statistics2.aspx FITEE 133 B4 ""https://www.amcharts.com/lib/4/charts.js"" & A B JavaScript

CEY =Pt

HimiEis, SRR REEABERABEREANS,

AR H A1
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7
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Tk

v, CHECKMARX

statistics2.aspx statistics2.aspx
133 133

""https://www.amcharts.com/lib/4/chart ""https://www.amcharts.com/lib/4/chart
S.js"" s.jS""

statistics2.aspx
<script src="https://www.amcharts.com/lib/4/charts.js"></script>

133. <script
src="https://www.amcharts.com/1lib/4/charts.js"></script>

Cllent Hardcoded Domain\ %X 9:

R EEFRSE -
fE S RRE

R R
NS

AL e

B b
http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=20

ey

£ statistics2.aspx RI{THE 134 B ""https://www.amcharts.com/lib/4/themes/animated.js"" H13& A B
JavaScript {8 Z 2K BiRinfEig, :E AT R EEAEEER BB REINE,

LES

1T

Wit
X8 1 i
CESZ A
Tiik

AR H A
statistics2.aspx statistics2.aspx
134 134

""https://www.amcharts.com/lib/4/them ""https://www.amcharts.com/lib/4/them
es/animated.js"" es/animated.js""

statistics2.aspx
<script src="https://www.amcharts.com/lib/4/themes/animated.js" > </script>

134. <script
src="https://www.amcharts.com/1lib/4/themes/animated.js"></script>

Client JQuery Deprecated Symbols

OWASP Top 10 2017: A9-Using Components with Known Vulnerabilities
OWASP Top 10 2013: A9-Using Components with Known Vulnerabilities

F/i3uY

Client JQuery Deprecated Symbols\ %X 1:

B EBRRE

AR e
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fE I RRE B b

R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=1

N B

7E js/main.js FEUE 11TROEREjQuery FEAL T —{EZ ERIAPI load,
EEERHEERT, TEZARTERAERE,

IR H A H
(EES js/main.js js/main.js
17 22 22
itk load load
(avistan <
EEZAn js/main.js
ik jQuery(function($) {'use strict';

éé:. S (window) .load (function () {

Client Insufficient ClickJacking Protection

FISMA 2014: Configuration Management
NIST SP 800-53: SC-8 Transmission Confidentiality and Integrity (P1)

Client Insufficient ClickJacking Protection\ £ 1:
R BB - AL e
S NI i
R 5 http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=11
R RE BT
AR SR
i aboutus.aspx aboutus.aspx
17 1 1
Wi CxJSNS_1900450001 CxJSNS_1900450001
RN F B
e aboutus.aspx
Jiik <% @ Page Title="" Language="VB" MasterPageFile="~/MasterPage.master" %>
i:..<%@ Page Title="" Language="VB" MasterPageFile="~/MasterPage.master"

%>
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Unencrypted Web Config File

b
Unencrypted Web Config File\ & 1:
B AR ARG\ g
it AR AREE 3
R Ers R http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec

tid=51034&pathid=51
NI By

TR H A Hy
S web.config web.config
17 1 1
Wi CxXmlConfigClass1577352544 CxXmlConfigClass1577352544
A A
e web.config
FikE <?xml version="1.0" encoding="utf-8"?>
i:..<?xml version="1.0" encoding="utf-8"?>

Missing Content Security Policy

Missing Content Security Policy\ % 1:

i AR G g

T SN B b

bl http://140.110.143.175/CxWebClient/ViewerMain.aspx?scanid=61983&projec
tid=51034&pathid=53

R RE iy

RILFEREFDPRAEEZNERRXREMBUER (CSP, Content Security Policy)o

T H B
FE%R web.config web.config
17 1 1
it CxXmlConfigClass1577352544 CxXmlConfigClass1577352544
M i
e web.config
Fik <?xml version="1.0" encoding="utf-8"?>
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1. <?xml version="1.0" encoding="utf-8"?2>

CWE-346: Origin &% Error

Origin &% Error
S9BEARSE: 346 (HHEHE)
WE

HE#R
TR RSV A T8 5 1) i R ) A U B A A R
The software does not properly verify that the source of data or communication is valid.

51

> RS BN AT (2R AR B AT (Architecture and Design))
> HAERS B (B /RS Br(Implementation))

BHY¥E

a2

All

BRIERE

HE -2

Access Control Fitrsz2: Gain privileges / assume identity; Varies by

Other context

EHE

21 HE

CVE-2000-1218 DNSTil il #i% 7] DAL 32 TR DN S BE 37 1f A FH A3
, R AEE
DNS server can accept DNS updates from
hosts that it did not query, leading to
cache poisoning

CVE-2005-0877 DNS{a ik &5 7T LAFE3Z 3= BE 0 DN S B 357 1ty A F 2t
, EHREGEEH
DNS server can accept DNS updates from
hosts that it did not query, leading to
cache poisoning

CVE-2001-1452 DNSa] g5 PREUAE HEARFR 1) 44 Fi el AR 28 42 ) gl

ue records
DNS server caches glue records received
from non-delegated name servers

CVE-2005-2188 PEAEAT I A UE (URL) A5 ()15 FH & 1D
user ID obtained from untrusted source
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CVE-2003-0174

CVE-1999-1549

CVE-2003-0981

Weakness Ordinalities
Ordinality

Primary
Resultant
BAR
P i
TH
RequiredBy Compound
Element:
Composite
RequiredBy Compound
Element:
Composite
PeerOf

Relationship Notes

ID

345

352

384

451

v, CHECKMARX

(URL)
LDAP I 15 A Fi B 350 0 Ja8 M A2 3 LD APA] ik 2%
Frag &

LDAP service does not verify if a particular
attribute was set by the LDAP server

FEANRE R B FRAMER AT N R HTML, 7]
REA P IHTML,  SRFTAE AR AR A ARk
F = B 2fE M . BRURE 1) G 3R A AR 1R
product does not sufficiently distinguish
external HTML from internal, potentially
dangerous HTML, allowing bypass using
special strings in the page title. Overlaps
special elements.

JE MR RCER RN & 1) I M DNS % fi fElogs#,  feiFak
BRANATAXSS.

product records the reverse DNS name of
a visitor in the logs, allowing spoofing and
resultant XSS.

WE
(UL GG LI 5555 78 F /17 1 1)

(where the weakness exists independent of
other weaknesses)

(LGB 1T TR & RELE GG 5 19 77 117 1)
(where the weakness is typically related to the
presence of some other weaknesses)

2% View(s) this
relationship
pertains to

Insufficient ki Development

of Data Concepts

Authenticity (primary)699
Research
Concepts
(primary)100
0o

Cross-Site Research

Request Forgery Concepts1000

(CSRF)

Session Fixation Research
Concepts1000

UI Research

Misrepresentati Concepts1000

on of Critical

Information
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BT Z IR TR, EENARTAR . PR T REYR B R B R o TE AT Ak R R

This is a factor in many weaknesses, both primary and resultant. The problem could be

due to design or implementation. This is a fairly general class.

PLOVER

FH B BOEEAR
CAPEC-ID

111

21

W
Ul

W
(0)}

W
N

(O8]
00]

(O8]
O

BB s A A%

T Fit

AR X A 7

JSON Hijacking (aka
JavaScript Hijacking)

I 559 85 FE =0iation of
Session Variables, Resource
IDs and other Trusted & s

&2 API Message
Manipulation via Man-in-
the-Middle

Transaction or Event
Tampering via fERFE:0 API
Manipulation

JE AL API Navigation
Remapping

Navigation Remapping To
Propagate Malicoius
Content

JE 25 API Button
Hijacking

Content Spoofing Via
J&EH 28 API Manipulation

Session &% Falsification
through Prediction

Reusing Session IDs (aka
Session Replay)

Manipulating Writeable
Configuration Files

Manipulating Input to File
System Calls

Pharming
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RZHH

(C=d=b
2008-07-01

2008-09-08

2009-05-27

2010-12-13

2011-06-01

2011-06-27

RZH AE 4%
PLOVER

BsE AR
Eric Dalci Cigital

updated Time_of_Introduction
CWE Content MITRE
Team

RIF
Externally
Mined

HRIE

External

Internal

updated Relationships, Relationship_Notes,
Taxonomy_Mappings, Weakness_Ordinalities

CWE Content MITRE

Team

updated Related_Attack_Patterns
CWE Content MITRE

Team

updated Related_Attack_Patterns
CWE Content MITRE

Team

updated Common_Consequences
CWE Content MITRE

Team

updated Common_Consequences
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file:///C:/Documents%20and%20Settings/Administrator/%E6%A1%8C%E9%9D%A2/8.Final/346.html%23top
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Client JQuery Deprecated Symbols

L [

AR RERRE

BB module TREEFE X RENRCAIMARD, SLM2 DEHAL T BISEMRAR, —B% MK
B F i AR MR o ABEMR Amodule, S F5E Emoduleth EAIH R A B2,

SEE  EIFMEBRIURIMEAEIRA A EBRAIE .,

JRIA]

anfargg A

XS HERHES A BRMITR, ERLLEIE classes. functions, methods. properties, modules
BB ERAK, ERREEREHRA, HE2EFEER,

AXE2HRRARXESRSI ANEATRRARBIRERABR, MATEETRERTEN.

i
anfwTiEES
o MZEBSFHARIIMAMERE, packages, FNEMARKM,
o NEMAHSIAEMBEHMESABIAIER, Ak, B, property, BREMITE,

P A5

Java
Using Deprecated Methods for Security Checks

private void checkPermissions (InetAddress address) {
SecurityManager secManager = System.getSecurityManager () ;
if (secManager != null) {

secManager.checkMulticast (address, 0)

}

A Replacement Security Check

private void checkPermissions (InetAddress address) {
SecurityManager secManager = System.getSecurityManager () ;
if (secManager != null) ({
SocketPermission permission = new SocketPermission (address.getHostAddress (),

"accept,connect");

secManager.checkPermission (permission)
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Client Remote File Inclusion

JR\
P RESR AR R
MRKEEMLUABAEABAZEEXENLBEEXBENME, AlthMFaesyERBREXRT

EEREAR, EER L AFREEEFIEARETERXS.

JE A

anf g A

FERRAEZEREMERT, FAFRZETMNERKRIEEEXERERXERE EEEBEREXEHA
FEERERXE, A2 HANRERXIBIFHEET,

— i
Bn{ATiRE SR
o FEEEHAREXEE, LEFEKRERFTRA,
e MERFEFAFZETMEHNKEZEFANENE, BEMEEHNELABETHERT HE
LEEHNEARLIE, BRXAESL, FREARNBHERLEDETEESSE, FHAXKEES
LRI BE IR B P E p 1T,
o BRFEFAMNBASREENE. BRXIBEMNEIAIFZEEHEH,

R A5
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CWE-693: Protection Mechanism Failure
gHBEAEER: 693 (Weakness Class)

HE
it

T iy 5 50 FH B TEREERY 58 A — (B OraB AR R A e By ¥ B D B S I -
The product does not use or incorrectly uses a protection mechanism that provides
sufficient defense against directed attacks against the product.

it

BEsyRhE &= = (AR ERIED - — (B B RAY PReEIR S 4 B I IR U A E T RIS LA A Y
TUE o — (" A e " PRaEiEH T pete fEAEE R - B > BPRZEERE dmA I e -
BERAREFIHPRIATARE - K& - —(E" ZESHY " 1RHEE A & —(ERHDE o] R EARE d 2 RED
iy > [HBEFSEE A E AR e (R A -

This weakness covers three distinct situations. A "missing" protection mechanism occurs
when the application does not define any mechanism against a certain class of attack.
An "insufficient" protection mechanism might provide some defenses - for example,
against the most common attacks - but it does not protect against everything that is
intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in
active use within the product, but the developer has not applied it in some code path.

5 [ BT

, ZfE G (Architecture and Design)
, E1EMEE:(Implementation)
, E&rEEEE:(Operation)

WA
id=1
All
B RIRR
S -2
Access Control Fiiiss#E: Bypass protection mechanism
B (%
rE =i ID 78 View(s) this
relationship
pertains to
e bl Category 254 Security Development
Features Concepts
(primary)699
SR 20 Improper Input #%5& Research
Concepts
(primary)100
o
&bl 106 Struts: Plug-in Research

BB Framework not in Concepts
Use (primary)100
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0
SR 109 Struts: Validator Research
SELAR N Turned Off Concepts
TR (primary)100
0
& Vil 179 Incorrect Behavior ~ Research
Order: Early Bz Concepts1000
&l 182 Collapse of Datainto Research
Unsafe Value Concepts
(primary)100
0
S 183 Permissive Whitelist Research
Concepts
(primary)100
0
SR 184 Incomplete Blacklist Research
Concepts
(primary)100
0
3% Vil 284 Improper Access Research
Control Concepts
(primary)100
0
3% il 311 Missing Encryption Research
of Sensitive Data Concepts
(primary)100
0
SR 326 Inadequate Research
Encryption Strength ~ Concepts
(primary)100
0
Y& Vil 327 Use of a Broken or Research
Riskv Cryptographic Concepts
Algorithm (primary)100
0
SR 345 Insufficient # %% of Research
Data Authenticity =~ Concepts
(primary)100
0
SCHE A 357 Insufficient Ul Research
Warning of Concepts
Dangerous (primary)100
4R EE EY (Oper O
ation)s
3% Vil 358 Improperly Research
Implemented Concepts1000
Security Check for
Standard
S 424 Improper Protection ~Research

of Alternate Path Concepts1000
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3% Vil 602 Client-Side Research
Enforcement of Concepts1000
Server-Side Security

Y&Vl 653 Insufficient Research
Compartmentalizatio €oncepts1000
n

Y& Vil 654 Reliance on a Single Research
Factor in a Security ~ Concepts1000
Decision

Y&l 655 Insufficient Research
Psychological Concepts1000
Acceptability

& Vil 656 Reliance on Security Research
Through Obscurity ~ Concepts1000

Y& il 757 Selection of Less- Research

Secure Algorithm Coqcepts
During Negotiation ~ (Primary)100

(‘Algorithm 0
Downgrade")
%Vl 778 Insufficient Logging Research
Concepts1000
&Vl 807 Reliance on Research

Untrusted Inputs ina  Concepts

Security Decision gprimarv)loo
R 1000 Research Concepts Research
View Concepts
(primary)100
0

BgEERE

PREEMFINRE SR A IR AVEIHY - ErRERFIRNGEI AR Z VNS - HOREMHTE S 7] LA
THIACREERIHY SR BB E A FR AR 5952 A P ey -

The concept of protection mechanisms is well established, but protection mechanism
failures have not been studied comprehensively. It is suspected that protection
mechanisms can have significantly different types of weaknesses than the weaknesses
that they are intended to prevent.

MR
CAPEC-ID e (CAPEC Version: 1.6)
1 Accessing Functionality Not
Properly Constrained by
ACLs
103 Clickjacking
107 Cross Site Tracing
16 Dictionary-based Password
Attack
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17 Accessing, Modifying or
Executing Executable Files

20 Encryption Brute Forcing

2 M §9REHIZZEBing Trust in
Client (aka Make the Client
Invisible)

36 Using Unpublished Web
Service APIs

49 Password Brute Forcing

51 Poison Web Service
Registry

55 Rainbow Table Password
Cracking

56 Removing/short-circuiting
‘guard logic'

57 Utilizing REST's Trust in the

System Resource to

Register Man in the Middle
59 Session &5 Falsification

through Prediction

65 Passively Sniff and Capture
JEFfE = Code Bound for

Authorized Client

70 Try Common(default)
Usernames and Passwords

74 Manipulating User State
87 Forceful Browsing
97 Cryptanalysis

Maintenance Notes

EEMHESBYIIRLE - #EIRE B 288 CWE 1 (Y 555 5 AR 251 K AR Y4k AE Draft
OHWREILAY -

This is a fairly high-level concept, although it covers a number of weaknesses in CWE

that were more scattered throughout the natural hierarchy before Draft 9 was
released.

JE SR RRCASEO 8%

(EE=LL] BUE AHER BRIE
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updated Time_of_Introduction
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Client Hardcoded Domain

L [

W] RE S A A EE R AR

SV ERE A B Javascript IEEAREEFE AR 5 ZEIRE-INE Javascript

B EREZ R RRAR . AN R B F BB ABIEE, SE EHAREAT{E, Bl Javascript
BUANBAEEEERAEREEREAE, ErtEBERILIESIE (XSS) WE,

JRIA]

anfargg A

Javascrip fEHE R A HTML

Fral ISR im T HBIBRE A, (B2 HGELEN ARG EHAIKEEERELTEME, B4 web
FEREXMA - R EBRTEEL Javascript EEMERITEH—HZRRTE,

— R

anfariEse

FEARERIER T, EABAETANARIER, MAREmEH, HMRAEIIENEZANRIEETREE
RO EE,

RS

JavaScript
Remote Importation of A Script File

<script src="https://example.com/scripts/jquery.js" />

Local Importation of A Script File

<script src="/scripts/jquery.js" />
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CWE-312: Cleartext Storage of Sensitive Information

Cleartext Storage of
Sensitive Information
SRS 312 ()
MWE

PERIR

JEE A R A S V5 6 DAl S - (ol A7 RS S A AT e H A s IS 28 S il T 1E 28 3 AR RZ AR N 2 B
FH AR R

The application stores sensitive information in cleartext within a resource that might be
accessible to another control sphere, when the information should be encrypted or
otherwise protected.

AR LD

PR g Lo B GRS AR A, BUEE AT LV E (M RE U Le Bl
Because the information is stored in cleartext, attackers could potentially read it.

ElVELS S

> DR B T (R MG EL L 5T (Architecture and Design))

BRIRR
Confidentiality i Read application data
BAR
rEH 2Rt ID R View(s) this
relationship
pertains to
TXEH 311 Missing Development
Encryption of Concepts
Sensitive Data  (primary)699
Research
Concepts
(primary)100
o
THER Category 816 OWASP Top Ten Weaknesses
2010 Category in OWASP Top
A7 - Insecure Ten (2010)
Cryptographic (primary)809
Storage
&Vl 313 Plaintext Development
Storage in a File Concepts
g or on Disk (primary)699
SRR Research
Concepts
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o
&Yl 314 Plaintext Development
Storage in the  Concepts
Registry (primary)699
BEE D Research
Concepts
(primary)100
o
SCHER 315 Plaintext Development
Storage in a Concepts
Cookie (primary)699
GEEE R Research
Concepts
(primary)100
o
&Yl 316 Plaintext Development
Storage in Concepts
Memory (primary)699
BEE P Research
Concepts
(primary)100
o
%&bl 317 Plaintext Development
Storage in GUI Concepts
(primary)699
GEENE R Research
Concepts
(primary)100
0
S H 318 Plaintext Development
Storage in Concepts
Executable (primary)699
BEEE Research
Concepts
(primary)100
o
2P R B REAR Fit BB SR 2
PLOVER Plaintext Storage of
Sensitive
Information
FH B BrEEAR
CAPEC-ID BEBRA LB (CAPEC Version: 1.6)
37 Lifting Data Embedded in
Client Distributions
2Ms

[REF-11] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 9, "Protecting

Secret Data" Page 299. 2nd Edition. Microsoft. 2002.
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[ 5 RRA T 8%
RXER
R’ B B’ E AHAR IR
PLOVER Externally
Mined
BRE R
B A B AELA% IR
2008-07-01 Eric Dalci Cigital External
updated Time_of_Introduction
2008-09-08 CWE Content MITRE Internal
Team
updated Relationships, Taxonomy_Mappings
2009-01-12 CWE Content MITRE Internal
Team
updated Description, Name
2010-02-16 CWE Content MITRE Internal
Team
updated 2:li#s
2010-06-21 CWE Content MITRE Internal
Team
updated Relationships
2011-06-01 CWE Content MITRE Internal
Team
updated Common_Consequences
WAEAEE AR
B H 3 Previous Entry Name
2009-01-12 Plaintext Storage of Sensitive Information
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Missing Content Security Policy

JE\
FTHE R A H RERTRE
CSPAREE & | 25K & AT RV B S S E A EFA L W (content) 2R, BIAIHIARIZKIR. #RAK (F)

EZE, #RARI(R)
EZRSER, MREERE D, E@contentZKREARFECSP, MEZERGIEIERE , RAEIEEMNEZECS
PRIREEEEAREXME AL mERE LA (XSS) WE ., BBHMEF. A\BRREFRE,

JRIA
mnfarggAE
IR ZIEE R E ACSPAREAE A RIME E M content RIFHEAR(DIE RS F214R. fIAR HEZR %)o IMRZHARE

TEFoe kb, BIERERFAH A ZEEMcontent, AIREEFHTMLE @A 5 2 I X E

—
ﬁnﬁﬁﬁ
EBRBRBERNBIEREERFHEE, BAEHERTE
ﬁ“a BA%.) BRER:S TEFERAEAFT *"RIETE E‘t:%

CSPHRI LA EEAEFRIET AT E, /EA& R web-server
FRiE AT EIRAYHEEE, BRFEHTML<head> TR <meta>iZ B P EE,

\.IJI

B(HEZR. A, RE., |IA. &

3 B CSPAERE
, B &SRS a2k B SV AR B IR A

WY T

PHP
Restricting Content-Security-Policy to Only Obtain Embedded Content from Current Web-Application

"Content-Security-Policy: default-src 'none'; script-src 'self'; connect-src
'self'; img-src 'self'; style-src 'self';");
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JavaScript

VbScript

Typescript

Common

HASH{E
8608329450395249
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