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Abstract

Monolithic architecture is a common application architecture in the
past. This architecture is very concise and its functions can be directly
constructed. In addition, this architecture is easy for developers to getting
started, but later maintenance is too difficult due to excessive closeness be-
tween services. Relative to monolithic architecture, microservice architec-
ture 1s based on small services, and combined modules to build a complex
large-scale systems. However, due to the difficulty of early implementa-
tion planning, few applications adopted this architecture in early years. In
recent years, the concept of microservice architecture is promoted and pro-
moted again by the development of virtualization and container services. In
this study, we will explore the feasibility analysis of website system con-

struction and management with microservice architecture.

Keyword: Microservice, Container
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1. Ingress
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apiVersion: extensions/vlbetal
kind: Ingress

metadata:
name: tw-cbe-test-ingress
labels:
app: tw-cbe-test
spec:
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tls:

- hosts:

- test.cbe.tw

secretName: tw-cbe-secret
- hosts:

- testl.cbe.tw
secretName: tw-cbe-secret
- hosts:
- test2.cbe.tw
secretName: tw-cbe-secret
- hosts:
- test3.cbe.tw
secretName: tw-cbe-secret
rules:
- host: test.cbe.tw
http:
paths:
_ path: n/u
backend:
serviceName: tw-cbe-test-service
servicePort: 80
- host: testl.cbe.tw
IETETD) ¢
paths:
_ path: u/n
backend:
serviceName: tw-cbe-test-service
servicePort: 80
- host: test2.cbe.tw
IHETETD) ¢
paths:
— path: u/u
backend:
serviceName: tw-cbe-test-service
servicePort: 80
- host: test3.cbe.tw
http:
paths:
- path: u/u
backend:
serviceName: tw-cbe-test-service
servicePort: 80

15



2. Ingress

foF I HIRARE e R o
apiVersion: vl
kind: Service
metadata:
name: tw-cbe-test-service
labels:
app: tw-cbe-test
spec:
ports:
- protocol: TCP
port: 80
targetPort: 80
selector:
app: tw-cbe-test
type: LoadBalancer

3. StatefulSet

B A IRIRE 2 A o

apiVersion: apps/vlbetal
kind: StatefulSet

metadata:
name: tw-cbe-test
labels:
app: tw-cbe-test
spec:
serviceName: "tw-cbe-test"
updateStrategy:

type: RollingUpdate
replicas: 3
template:
metadata:
labels:
app: tw-cbe-test
spec:
imagePullSecrets:
- name: registrykey-cbe-tw

16



containers:
- name: tw-cbe-test-web
imagePullPolicy: Always
image: dkr.cbe.tw/website-test
ports:
- containerPort: 80
env:
- name: LETSENCRYPT_PROXYPASS_URL
value: "http://ssl.cbe.tw/.well-known/acme-
challenge/ connectiontimeout=15 timeout
=3O n
- name: LETSENCRYPT_ PROXYPASSREVERSE_URL
value: "http://ssl.cbe.tw/.well-known/acme-
challenge/"
volumeMounts:
- name: localtime
mountPath: /etc/localtime
volumes:
- name: localtime
hostPath:
#realpath /etc/localtime
path: /usr/share/zoneinfo/Asia/Taipei

RIRF 2 BN BEET LR VOO EERET S
BN E PR (B 419757 ) 0

Pipeline  Jobs

Build Deploy

(¥) buid Q (©) deploy.51 Q
@ deploy 52 Q
@ deploy 53 Q

Bl 4.1 A2 5575 F 12T 530 % i

17

I



407 =% E T

FA42%6 +S# BT b RA > LKA 3 5 RS

N

Server: X-Y 2745 X )&% Y BPRF+> F & + Server: 1-3 A & 71

PORFE K TR S YR

-, 7 PO
m 2 ‘Ifg%‘

@ testcbeaw

IR R gk B A RS o ¥

%% ¢ enreplicas

& BT

B 4.2 Bl sz ki nd G

18

vl il i O P "
- | Server: 3-2 REServer: 2:2 Server: 1-2 Server:3-3 Sery
| g |
| o W™
| I%!Fh
| L | #it
154,7 | Tile: 105,54,7 | Ti18"106,547  wpTilel 107,54,7 Tile: 108,54,7 Tile
 SE— | S O A S e ]
-3 | Servét: 2-3 "% 1 Server: 1-3 e SErver: 3-3 Server: 2-2 Sery
b L o RS
7 e
© LU
BA |
i L kg
o~ Wi
553 Tile: 105,55,7 Tile: 106,55,7 Tile: 107,55,7 Tile: 108,55,7 Tile
-2 Server:1-1 Server: 3-1 Server: 2-1 Server:1-3 Ser|




* % 11 Gitlab # 7 Docker 17 2 Kubernets % & IR IR 1 7 H %
DevOps 78 ] » i% i Docker 312 App & * 423% » I i% 1§ GitLab 4%
FFEF T 5t Kubernete ' i {7 F Beidl g o 0 ¥ W T B EN
replicas S 8cm 7 F 5 MEE M AFRROR T IV D LN FHE o
B RO T MR E AR I BRa ST
RAL BlArR Y FRUF L ARP IS FV BT RE S &

AL AL

Pxnl_l_p‘;,g.}}ii ) «FK—E\%\%%’Q ;;LPRE’T/”J‘;Q%E"

19



\\\?;r

4 <

[1] Aleksandra Kwiecien. https://reurl.cc/A1N10p, 2019. https://
divante.com/ blog/ 10-companies-that-implemented-the-microservice-

architecture-and-paved-the-way-for-others.

[2] Fowler M. Lewis, J. Microservices. https://martinfowler.com/

articles/microservices.html, 2014.

[3] J. Lewis. Micro Services - Java the Unix way. 33rd Degree Conference
for Java Masters, 2012. http://2012.33degree.org/pdf/JamesLewisMi-

croServices.pdf.

20



it 12 -CentOS % %17 %

CENTOS 7 INSTALLATION

HAA B s Helpl

%
CentOS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

Afrikaans Afrikaans English (United Kingdom)
ATICTF Amharig  |Engish (India)

auall Arabie English (Australia)

- Assaesd English (Canada)

English (Denmark)

AStEI A Asturian) English (Ireland)

Fendpyetax Belarusiar English (New Zealand)
Brnrapcki Bulgariar | English (Nigeria)

FIgE Bengali  English (Hong Kong SAR China)
|\ a

Quit Continue

Bl 6.1 CentOS 7 % %

1. % % CentOS 7.5(i¢ * F % CentOS-7-x86_64-DVD-1804.is0) » %

235 4c@ 6.1 -

2. § #7 CentOS 7.5

yum -y update

3. 3k Z_hostname

echo node31-master01 > /etc/hostname

4. K 2_IP

cat <<EOF > /etc/sysconfig/network-scripts/ifcfg-
ens160

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=static

IPADDR=10.31.100.61

NETMASK=255.255.0.0

21



GATEWAY=10.31.254.254
DEFROUTE=yes

IPV4 FAILURE FATAL=no
NAME=ens160
DEVICE=ens160
ONBOOT=yes

ZONE=
DNS1=8.8.
DNS2=8.8.
EQF

8.8
4.4

. $hiE /etc/host

cat <<EQF >> /etc/hosts
10.31.100.61 node31-masterO1
10.31.100.62 node31-master02
10.31.100.63 node31-master03
10.31.100.100 node31-vip
10.31.100.101 node31-nodel1
10.31.100.102 node31-node02
10.31.100.103 node31-node03
10.31.100.104 node31-node04
10.31.100.105 node31-node05
10.31.100.106 node31-node06
10.31.100.107 node31-node07
10.31.100.108 node31-node08
10.31.100.109 node31-node09
EQF

. %hiE /etc/host

cat <<EOF >> /etc/hosts
10.31.100.61 node31-master0O1
10.31.100.62 node31-master02
10.31.100.63 node31-master03
10.31.100.100 node31-vip
10.31.100.101 node31-nodel1
10.31.100.102 node31-node02
10.31.100.103 node31-node03
10.31.100.104 node31-nodel4
10.31.100.105 node31-node05
10.31.100.106 node31-node06

22



10.31.100.107 node31-node07
10.31.100.108 node31-node08
10.31.100.109 node31-node09
EQF

. 3K B SELINUX

sed -i s/"SELINUX=.x*$/SELINUX=disabled/ /etc/selinux/
config

systemctl disable firewalld.service

systemctl disable libvirtd.service

23



't i -Kubernetes % % i %

v 2
|

e

Kubernetes % % i B # 4o

1. Disabling Swap

cat <<EQOF >> /etc/hosts
swapoff -a
sed -i '/ swap / s/"\(.*\)$/#\1/g' /etc/fstab

2. Forward Policy

iptables -P FORWARD ACCEPT

3. Kernel %% &

cat <<EOF > /etc/sysctl.d/k8s.conf
net.ipvé4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
v . swappiness=0

EOF

sysctl -p /etc/sysctl.d/k8s.conf

4, 4v ;‘1 ipvs H- e

cat <<EOF > /etc/sysctl.d/k8s.conf
net.ipvé4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
vm.swappiness=0

EOF

sysctl -p /etc/sysctl.d/k8s.conf

5. NTP *k =_

yum install ntp -y
24



ntpdate time.stdtime.gov.tw

hwclock -w

echo "server time.stdtime.gov.tw" >> /etc/ntp.conf
systemctl start ntpd

systemctl enable ntpd

6. % % docker-ce

yum-config-manager --add-repo https://download.docker.
com/linux/centos/docker-ce.repo

yum install docker-ce-18.06.0.ce -y

systemctl enable docker && systemctl start docker

- K8S % it %

1. fe ¥ yum X T4

cat << EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=http://yum.kubernetes.io/repos/kubernetes-el7-
x86_64

enabled=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-
key.gpg

https://packages.cloud.google.com/yum/doc/rpm-
package-key.gpg
EQF
yum update -y

2. % % KS8S # 4y

yum install -y kubelet kubeadm kubectl ipvsadm

sed -i '/KUBELET_EXTRA_ARGS=/s//KUBELET_EXTRA_ARGS=--
fail-swap-on=false/g' /etc/sysconfig/kubelet

systemctl enable kubelet.service

- 32 = K8S Cluster ™ & = 5% 4 & o
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1. 3X Z_ssh trust

ssh-keygen -t rsa

cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys

## $miE 73 & B2 public key I #7F & B authorized_keys
i

scp authorized_keys node31-master02:~/.ssh/
authorized_keys

ssh node31-master02 1s

2. &% HAProxy & T_A4%

r o>

(75 master & BLiE {7 T 7K T)
mkdir -p /etc/haproxy
cat <<EOF > /etc/haproxy/haproxy.cfg
global
log 127.0.0.1 localO
log 127.0.0.1 locall notice
tune.ssl.default-dh-param 2048

defaults
log global
mode http
option dontlognull
timeout connect 5000ms
timeout client 600000ms
timeout server 600000ms

listen stats
bind :9090
mode http
balance
stats uri /haproxy_stats
stats auth admin:admin123
stats admin if TRUE

frontend kube-apiserver-https
mode tcp
bind :8443
default_backend kube-apiserver-backend

backend kube-apiserver-backend

26



mode tcp

balance roundrobin

stick-table type ip size 200k expire 30m

stick on src

server node3l-master01 10.31.100.61:6443 check

server node3l-master02 10.31.100.62:6443 check

server node3l-master03 10.31.100.63:6443 check
EQF

. 2= = HAProxy
(73 master a-BLiE 7T 7[R T)

mkdir -p /etc/kubernetes/manifests
cat <<EQF > /etc/kubernetes/manifests/haproxy.yaml
kind: Pod
apiVersion: vl
metadata:
annotations:
scheduler.alpha.kubernetes.io/critical-pod: ""
labels:
component: haproxy
tier: control-plane
name: kube-haproxy
namespace: kube-system
spec:
hostNetwork: true
priorityClassName: system-cluster-critical
containers:
- name: kube-haproxy
image: docker.io/haproxy:1.7-alpine
resources:
requests:
cpu: 100m
volumeMounts:
- name: haproxy-cfg
readOnly: true
mountPath: /usr/local/etc/haproxy/haproxy.cfg
volumes:
- name: haproxy-cfg
hostPath:
path: /etc/haproxy/haproxy.cfg
type: FileOrCreate
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EQF

. &3 Keepalived % T_4%

cat <<EOF > /etc/kubernetes/manifests/keepalived.yaml
kind: Pod
apiVersion: vi
metadata:
annotations:
scheduler.alpha.kubernetes.io/critical-pod: ""
labels:
component: keepalived
tier: control-plane
name: kube-keepalived
namespace: kube-system
spec:
hostNetwork: true
priorityClassName: system-cluster-critical
containers:
- name: kube-keepalived
image: docker.io/osixia/keepalived:1.4.5
env:
- name: KEEPALIVED VIRTUAL_IPS
value: 10.31.100.100
- name: KEEPALIVED_INTERFACE
value: ensl160
- name: KEEPALIVED_UNICAST_PEERS
value: "#PYTHON2BASH:['10.31.100.61"',
'10.31.100.62', '10.31.100.63']"
- name: KEEPALIVED PASSWORD
value: dOcker
- name: KEEPALIVED PRIORITY
value: "100"
- name: KEEPALIVED_ROUTER_ID
value: "51"
resources:
requests:
cpu: 100m
securityContext:
privileged: true
capabilities:
add:
- NET_ADMIN

28



EQF

5. Kubernetes Control Plane

% 1§ kubeadm * % * control plane =~ i*

« &% kubeadm-config

(- master01 & BLiE {7 T 7% 7))

cat <<EOF > /etc/kubernetes/manifests/kubeadm-
config.yaml
apiVersion: kubeadm.k8s.io/vlialpha?2
kind: MasterConfiguration
kubernetesVersion: v1.12.2
apiServerCertSANs:
- "10.31.100.100"
api:
controlPlaneEndpoint: "10.31.100.100:8443"
etcd:
local:
extralArgs:
listen-client-urls: "https://127.0.0.1:2379,
https://10.31.100.61:2379"
advertise-client-urls: "https
://10.31.100.61:2379"
listen-peer-urls: "https
://10.31.100.61:2380"
initial-advertise-peer-urls: "https
://10.31.100.61:2380"
initial-cluster: "node3l-masterOl=https
://10.31.100.61:2380"
serverCertSANs:
- node31l-master01
- 10.31.100.61
peerCertSANs:
- node31-master01
- 10.31.100.61

controllerManagerExtraArgs:
node-monitor-grace-period: 10s
pod-eviction-timeout: 10s
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networking:
podSubnet: "10.244.0.0/16"

ENE

« £ * kubeadm-config
(= master01 & ZLiE {7 T 73K T) °

N7 144 == ¢ 1R Kubernetes Join Token > 4] 7.2 ©

cd /etc/kubernetes/manifests

kubeadm init --config kubeadm-config.yaml

mkdir -p $HOME/.kube

sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/

config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

B 7.2 Kubernetes Join Token % % % % — > Kubernetes {¢ I} 7 Kubernetes Join

Token -

-

¥ 3% master0l & 2k & (master01 & 2k) > 4B 7.4 o

kubectl get node
kubectl get pod -n kube-system

6. = CA ¥7 Certs = 2 T master &8+ 11 @ * o
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B 7.3 masterO1 & ghk jg o

export DIR=/etc/kubernetes/
for NODE in node31-master02 node31-master03; do

echo "----—- ${NODE} --——--- "

ssh ${NODE} "mkdir -p ${DIR}/pki/etcd"

scp ${DIR}/pki/ca.crt ${NODE}:${DIR}/pki/ca.crt

scp ${DIR}/pki/ca.key ${NODE}:${DIR}/pki/ca.key

scp ${DIR}/pki/sa.key ${NODE}:${DIR}/pki/sa.key

scp ${DIR}/pki/sa.pub ${NODE}:${DIR}/pki/sa.pub

scp ${DIR}/pki/front-proxy-ca.crt ${NODE}:${DIR}/
pki/front-proxy-ca.crt

scp ${DIR}/pki/front-proxy-ca.key ${NODE}:${DIR}/
pki/front-proxy-ca.key

scp ${DIR}/pki/etcd/ca.crt ${NODE}:${DIR}/pki/etcd
/ca.crt

scp ${DIR}/pki/etcd/ca.key ${NODE}:${DIR}/pki/etcd
/ca.key

scp ${DIR}/admin.conf ${NODE}:${DIR}/admin.conf

done

. 3 4c master2 T K8S & # -

A master02 & BRI 7T Pk T

cat <<EOF > /etc/kubernetes/manifests/kubeadm-config.

yaml

apiVersion: kubeadm.k8s.io/vlalpha?
kind: MasterConfiguration
kubernetesVersion: v1.12.2
apiServerCertSANs:
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- "10.31.100.100"
api:
controlPlaneEndpoint: "10.31.100.100:8443"
etcd:
local:
extraArgs:
listen-client-urls: "https://127.0.0.1:2379,
https://10.31.100.62:2379"
advertise-client-urls: "https
://10.31.100.62:2379"
listen-peer-urls: "https://10.31.100.62:2380"
initial-advertise-peer-urls: "https
://10.31.100.62:2380"
initial-cluster: "node3l-masterOl=https
://10.31.100.61:2380,node31-master02=https
://10.31.100.62:2380"
initial-cluster-state: existing
serverCertSANs:
- node31-master02
- 10.31.100.62
peerCertSANs:
- node31-master02
- 10.31.100.62

controllerManagerExtraArgs:
node-monitor-grace-period: 10s
pod-eviction-timeout: 10s

networking:
podSubnet: "10.244.0.0/16"

EQF

cd /etc/kubernetes/manifests/

kubeadm alpha phase certs all --config kubeadm-config.
yaml

kubeadm alpha phase kubelet config write-to-disk --
config kubeadm-config.yaml

kubeadm alpha phase kubelet write-env-file --config
kubeadm-config.yaml

ubeadm alpha phase kubeconfig kubelet --config kubeadm
-config.yaml

systemctl restart kubelet

export CPO_IP=10.31.100.61
export CPO_HOSTNAME=node31l-masterO1
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export CP1_IP=10.31.100.62

export CP1_HOSTNAME=node31l-master02

kubeadm alpha phase etcd local --config kubeadm-config
.yaml #¥ BLZ pod # it

export KUBECONFIG=/etc/kubernetes/admin.conf

#pt8 (F ¢3¢ & etcd cluster ¥ = unavailable, ¥ F520%)
, ATEEL join FH € p B D F

kubectl exec -n kube-system etcd-${CPO_HOSTNAME} --
etcdctl --ca-file /etc/kubernetes/pki/etcd/ca.crt
—-—cert-file /etc/kubernetes/pki/etcd/peer.crt --key
-file /etc/kubernetes/pki/etcd/peer.key --endpoints
=https://${CPO_IP}:2379 member add ${CP1_HOSTNAME}
https://${CP1_IP}:2380

kubeadm alpha phase kubeconfig all --config kubeadm-
config.yaml

kubeadm alpha phase controlplane all --config kubeadm-
config.yaml

kubeadm alpha phase kubelet config annotate-cri --
config kubeadm-config.yaml

kubeadm alpha phase mark-master --config kubeadm-
config.yaml

mkdir -p $HOME/.kube
cp -rp /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

. 3 4 master3 = K8S &3 o

A master02 & BEIE (7T 5K T

cat <<EOF > /etc/kubernetes/manifests/kubeadm-config.
yaml
apiVersion: kubeadm.k8s.io/vlalpha?
kind: MasterConfiguration
kubernetesVersion: v1.12.2
apiServerCertSANs:
- "10.31.100.100"
api:
controlPlaneEndpoint: "10.31.100.100:8443"
etcd:
local:
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extraArgs:
listen-client-urls: "https://127.0.0.1:2379,
https://10.31.100.63:2379"
advertise-client-urls: "https
://10.31.100.63:2379"
listen-peer-urls: "https://10.31.100.63:2380"
initial-advertise-peer-urls: "https
://10.31.100.63:2380"
initial-cluster: "node3l-masterOl=https
://10.31.100.61:2380,node31-master02=https
://10.31.100.62:2380,node31-master03=https
://10.31.100.63:2380"
initial-cluster-state: existing
serverCertSANs:
- node31-master03
- 10.31.100.63
peerCertSANs:
- node31-master03
- 10.31.100.63

controllerManagerExtraArgs:
node-monitor-grace-period: 10s
pod-eviction-timeout: 10s

networking:
podSubnet: "10.244.0.0/16"

EOF

cd /etc/kubernetes/manifests/

kubeadm alpha phase certs all --config kubeadm-config.
yaml

kubeadm alpha phase kubelet config write-to-disk -—-
config kubeadm-config.yaml

kubeadm alpha phase kubelet write-env-file --config
kubeadm-config.yaml

kubeadm alpha phase kubeconfig kubelet --config
kubeadm-config.yaml

systemctl restart kubelet

export CPO_IP=10.31.100.61

export CPO_HOSTNAME=node3l-masterO1

export CP2_IP=10.31.100.63

export CP2_HOSTNAME=node31-master03

kubeadm alpha phase etcd local --config kubeadm-config
.yaml #¥ BL%Z pod %¥ i
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export KUBECONFIG=/etc/kubernetes/admin.conf

#p05 (¥ ¢ ¢ & etcd cluster ¥ = unavailable, ¥ F520%)
, BATEEL join FH g pERHE LT F

kubectl exec -n kube-system etcd-${CPO_HOSTNAME} --
etcdctl --ca-file /etc/kubernetes/pki/etcd/ca.crt
—--cert-file /etc/kubernetes/pki/etcd/peer.crt --key
-file /etc/kubernetes/pki/etcd/peer.key --endpoints
=https://${CPO_IP}:2379 member add ${CP2_HOSTNAME}
https://${CP2_IP}:2380

kubeadm alpha phase kubeconfig all --config kubeadm-
config.yaml

kubeadm alpha phase controlplane all --config kubeadm-
config.yaml

kubeadm alpha phase kubelet config annotate-cri -—-
config kubeadm-config.yaml

kubeadm alpha phase mark-master --config kubeadm-
config.yaml

mkdir -p $HOME/.kube
cp -rp /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

. FERL K8S f 3k i

JE

% master T — & BLIE (T T F% F_!

kubectl get nodes
kubectl get pod -n kube-system
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