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ABSTRACT

KEYWORDS: e-Government, Cloud Applications, Open Data, Analysis

decision

The Central Geological Survey of the Ministry of Economic Affairs, has been
conducting land geological surveys for a long time, innovating disaster geological
survey techniques and applications, and building geological disaster data.
“Landslide Geological Information Cloud Service Platform", through the Geographic
Information Cloud Service (WebGlS), to publish historical landslide catalogues, dip
slope catalogues, environmental geological atlases established by the geological
survey, as well as geologically sensitive areas with landslides defined according to
"Geology Act" In geologically sensitive areas, the public or industry, government
and academic users can obtain relevant information through web browsers, and
also provide application programming interface (API) services to expand the use of
data. The landslide geological information cloud service platform continues to
cooperate with the "Service-oriented Smart Government 2.0 Promotion Plan" to
support the country's digital transformation and accelerate the output of landslide

observation data. We have 6 projects for this year.

First, we expand the data of the Landslide Geological Information Cloud Service
Platform, transform the result of Village safety assessment reports and Mapping
and interpretation of potential large-scale landslides content into an opening format
according to the government's open data system, and provide a total of 10 WMTS
APIs and 5 JSON data APIs. Besides, we construct Kaohsiung City and Chiayi
County Public Exhibition Theme System cooperate with geologically sensitive areas
changing. Second, we improved service function of the Cloud Service Platform, we
optimize the interface operation and performance, provide responsive web design

in each divice. The team has counted the places that users frequently browse and
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the layers that are often opened on the cloud map information display platform, and
analyzed the popular places and favorite layers. Third, research on the intelligent
query and management mechanism of geologically sensitive area with landslide.
The landslide identification code for each area has been drawn up and formulated
that it can clearly identify the area and its corresponding area. We also provided
regional query function and spatially barcode query function, to speeds up the
efficiency of inquiry and communication. Fourth, we build the real-time information
display module for collect landslide investigation results immediately and generate
surveyed reports. The outside function can save the images and coordinates of on-
site survey in the platform, and improve data exchange. Users can generate
surveyed reports by in-house function. Fifth, the cloud equipment room rental and
information security protection. The Hicloud provide fully security services, and we
do the vulnerability scanning four times this year. We also monitor system, there
are about 220,000 visiting people. Sixth, we participate in “the 2022 Taiwan
Geosciences Assembly”, “the 2022 Taiwan Geo-Informatics Society Conference
and Academic Symposium”, and “the 19th Geotech 2022". We held a system

education and training, and collected user feedback continuing.
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2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2022-03-30

Generated by Acunetix



Scan of landslide.geologycloud.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Responsive

Server OS

Server technologies
Application build

Threat level

Acunetix Threat Level 0
No vulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found 11

© High 0
Medium

® Low

@ Informational 11

2022-03-30T14:12:44.341717+08:00
https://landslide.geologycloud.tw/
landslide.geologycloud.tw

127 minutes, 58 seconds

Full Scan

True

Unknown

Node.js

14.7.220322147



2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2022-06-22

Generated by Acunetix



Scan of landslide.geologycloud.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Responsive

Server OS

Server technologies

Application build
Threat level

Acunetix Threat Level 2

One or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate each of

2022-06-22T13:45:25.522175+08:00
https://landslide.geologycloud.tw/
landslide.geologycloud.tw

132 minutes, 50 seconds

Full Scan

True

Unknown

Node.js

14.8.220606174

these vulnerabilities to ensure they will not escalate to more severe problems.

Alerts distribution

Total alerts found 11

© High 0
Medium 1

© Low 0

@ Informational 10



2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2022-09-12

Generated by Acunetix



Scan of landslide.geologycloud.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Responsive

Server OS

Server technologies
Application build

Threat level

Acunetix Threat Level 0
No vulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found 9
© High 0
Medium 0

® Low 0
9

@ Informational

2022-09-12T17:57:20.757787+08:00
https://landslide.geologycloud.tw/
landslide.geologycloud.tw

154 minutes, 16 seconds

Full Scan

True

Unknown

Node.js

14.9.220830118



2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2022-12-02

Generated by Acunetix



Scan of landslide.geologycloud.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Responsive

Server OS

Server technologies
Application build

Threat level

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have been discovered by the scanner. A malicious user can exploit these

2022-12-02T11:19:54.402912+08:00
https://landslide.geologycloud.tw/
landslide.geologycloud.tw

96 minutes, 34 seconds

Full Scan

True

Unknown

Node.js

15.1.221109177

vulnerabilities and compromise the backend database and/or deface your website.

Alerts distribution

Total alerts found 20

© High 1
Medium 3

© Low 1

@ Informational 15



2 Acunetix

.........

Developer
Report

Acunetix Security Audit

2022-12-22

Generated by Acunetix



Scan of landslide.geologycloud.tw

Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Responsive

Server OS

Server technologies
Application build

Threat level

Acunetix Threat Level 1

2022-12-22T11:52:44.049688+08:00
https://landslide.geologycloud.tw/
landslide.geologycloud.tw

75 minutes, 40 seconds

Full Scan

True

Unknown

Node.js

15.2.221208162

One or more low-severity type vulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found 15

© High 0
Medium

® Low 1

@ Informational 14
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